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Onpenenenust

B HacrosiiemM JOKyMeHTE HCTIONb3YIOTCS CAEAYIOIUE TEPMUHBI U UX OMPEIeTICHHS.

ABTOMaTHU3HPOBAHHASI CHCTEMA — CUCTEMa, COCTOAIIAs U3 MEePCOHaIa U KOMIUIEKCa CPE/ICTB
aBTOMATHU3AIIMH €T0 JEATEIbHOCTH, peanu3yonias HHHOPMAIIMOHHYIO TEXHOJIOTHIO BBIITOTHEHUS
YCTaHOBJICHHBIX (DYHKIIHH.

AyTeHTHQUKAIUS OTHPABHUTENs] JAHHBIX — TOATBEPXKIECHUE TOrO, HYTO OTIPABUTEIb
MOJIyYE€HHBIX JAHHBIX COOTBETCTBYET 3asIBICHHOMY.

Be3onacHOCTh MEPCOHAJBHBIX JAHHBIX — COCTOSIHHE 3alIUIIEHHOCTH TEPCOHAIBHBIX
JTAHHBIX, XapakTepU3yeMoe CIIOCOOHOCTHIO  IOJIb30BATENCH, TEXHUYECKHX CPEICTB U
MH()OPMAIIMOHHBIX TEXHOJOTUH 00eCTIeYnTh KOH(DHUICHITUATBHOCTb, IEJIOCTHOCTh U OCTYITHOCTh
MEPCOHANBHBIX JaHHBIX MPH HUX 00paboTke B HMH(POPMALMOHHBIX CHCTEMax IEePCOHATbHBIX
JTAHHBIX.

buomerpuueckne mnepcoHalbHble [aHHbIE — CBEICHHS, KOTOPbIE XapaKTEepPHU3YIOT
¢bu3nonornueckue OCOOCHHOCTH YEeIOBEKa M Ha OCHOBE KOTOPHIX MOJKHO YCTaHOBHTH €ro
JMYHOCTB, BKIItOYast (ororpaduu, OTIEYATKH NaibIeB, 00pa3 CETYaTKH TIJla3a, OCOOCHHOCTH
CTPOEHHUS TeJla U APYTYIO MOJ00HYI0 HHPOPMALIUIO.

biokupoBaHue mepcoHAJBHBIX [JAaHHBIX — BpPEMEHHOE IIpeKpalleHue coopa,
CHUCTEMaTHU3allM1, HAKOIUICHUS, WCIIOIb30BaHUS, PACIIPOCTPAHEHHUS, TIEPCOHAIBHBIX JTaHHBIX, B
TOM UHUCJIE UX Mepeaayu.

Bupyc (koMNbIOTEepHBbIH, NPOrpaMMHBIN) — WCHOJHSAEMbIA IPOTPAMMHBIN KOJA WU
UHTEPIPETUPYEMBIA HA0Op WHCTPYKUUH, 00Jaiaromuii CBONCTBAMH HECAHKIIMOHUPOBAHHOTO
pacrnpocTpaHeHus U camoBocipousBeaeHus. Co3nanHbie 1yOaMKaThl KOMIIBIOTEPHOTO BUPYyCa HE
BCEr/la COBMAJAlOT C OPHUTHMHAJIOM, HO COXPAHSIOT CIHOCOOHOCTh K  JallbHeHIemy
pacnpoCTpaHEHUIO U CAMOBOCIIPOU3BEICHUIO.

BpenonocHass mnporpammMa — @porpamMma, INpeJHa3HadeHHas JUIsl  OCYIIECTBICHUS
HECaHKIITMOHUPOBAHHOTO JIOCTyNa U (WJIM) BO3/IEHCTBUSI HA MEPCOHAIBHBIC IAHHBIE UITH PECYPCHI
WH()OPMAIMOHHON CUCTEMBI TIEPCOHALHBIX JTAHHBIX.

BcnomoraresibHble TeXHU4YECKHE CPeICTBA M CHCTeMbl — TEXHHYECKHE CpelCcTBa U
CUCTEMBbI, He TIpeIHa3HaueHHbIC JIJIS Mepenadyu, oOpabOoTKH U XpaHEHUS NePCOHANBHBIX JTaHHBIX,
yCTaHABIMBAaEMbIE€ COBMECTHO C TEXHUYECKHMMH CPEICTBAMU M CHCTEMaMHU, TIpeTHa3HAYCHHBIMU
Uis OOpaOOTKH TEpPCOHANbHBIX JAHHBIX MIM B TIOMEUIEHHUSX, B KOTOPBIX YCTaHOBJICHBI
WH()OPMAIIMOHHBIE CUCTEMBI TIEPCOHATILHBIX JTAHHBIX.

JocTtym B  oOmnepalHOHHYI cpeay KoMIblTepa (MH(POPMALMOHHOW CHCTEMBbI
NMEePCOHATIbHBIX JAHHBIX) — MMOJYYSHHE BO3MOKHOCTH 3aITyCKa Ha BBHITIOJTHEHUE IITATHBIX KOMAaH]I,
(YHKIIHIHA, TTPOIIETYP ONEPAITMOHHON CHCTEMBI (YHUITOXKEHUS, KOTTMPOBAHUS, TTEPEMEIICHHUS U T.11.),
HCTIOJTHSAEMBIX (haHIIOB MIPHKIIATHBIX TIPOTPaMM.

Hoctyn k nngopManum — BO3MOKHOCTb ITOTy4YeHHsI HH()OPMAIIUH U €€ UCTIOJTE30BaHUSL.

3akja104HOe YCTPOIMCTBO — DJIEMEHT CPEICTBAa CheMa MH(OPMAILIUU, CKPHITHO BHEIPSIEMBII
(3aKaApIBaEMBbIil MJIM BHOCHMBIN) B MECTa BO3MOXKHOTO cheMa MH(pOpMAIMu (B TOM YHUCIE B
OTrpak/IeHNEe, KOHCTPYKIIMIO, 000PYI0BaHKE, IPEIMETHI HHTEPhEPa, TPAHCIIOPTHHIE CPE/ICTBA, a TAKKE B
TEXHUUYECKHE CPEJICTBA U CUCTEMBI 00pabOoTKU MH(BOpMAITUN).

Zamumaemasi uHgopmanus — wHbOPMAIHS, SBISIFONMIASACA MPEAMETOM COOCTBEHHOCTH H
MO/IIS)KAIIAs 3aIUTE B COOTBETCTBUH C TPEOOBAHHSIMH ITPABOBBIX JJOKYMEHTOB MJTH TPEOOBAHUSIMH,
yCTaHaBJIMBAEMbIMU COOCTBEHHUKOM UH(OPMAITIH.

HNnenTudukanus — npucBoeHrne cyObeKTaM U 00bEKTaM J0CTymna UaeHTUUKATOpa U (WIIH)
CpaBHEHHE MPEIbSIBIIEMOro HICHTH(PHUKATOPA C IEPEYHEM TPUCBOCHHBIX UIEHTU(PUKATOPOB.



HNHpopMaTHBHBIN CUTHAJ — YIEKTPUYECKUE CUTHAJIBI, aKyCTUYECKUE, DJIEKTPOMarHuTHBIE U
apyrue GuU3n4ecKue mos, Mo napaMmeTpam KOTOPhIX MOKET ObITh pacKpbITa KOH(UICHINAIbHAS
uHpopmanus (epcoHabHBIE JaHHBIE) 00padaTbiBaeMast B TH(POPMAIIMOHHOW CUCTEME MEPCOHATIBHBIX
JTAHHBIX.

Nudopmanuonnasi cucrema mnepcoHadbHbix gAaHHbIX (MCII[In) — wundopmanuonHas
cucTeMa, MpeCTaBisionias co00il COBOKYHMHOCTh NMEPCOHAIBHBIX JIAHHBIX, COICPIKALIMXCS B
0a3e JaHHBIX, a TaK)Ke UHPOPMALMOHHBIX TEXHOJIOTUNA M TEXHUYECKHX CPENICTB, MO3BOJISIOLINX
OCYIIECTBIISATH O0pPa0OTKY TaKUX TMEPCOHATBHBIX JAHHBIX C HCIOJIb30BAaHHEM CpPEICTB
aBTOMATH3alMU WK 0€3 UCTIONb30BAHUS TAKUX CPEJICTB.

HNHpopManuoHHbIE TEXHOJIOTHH — IIPOLIECCHI, METOBI ITOMCKA, cOOpa, XpaHeHus1, 00paboTKH,
IIPEAOCTABIIEHUS, PACIPOCTPAHEHUS HH(OpMALIMU U CIIOCOOBI OCYIIECTBIEHUS TaKUX MIPOLIECCOB U
METOJIOB.

Hcnoab30BaHMe TNMEPCOHAJBHBIX JAHHBIX — JEHCTBHs (OHepanuu) ¢ MEepCOHAIbHBIMU
JAHHBIMHU, COBEpPILAEMBbIE OMNEPATOPOM B LENISIX NPUHATHSA PELIEHUN WM COBEPLLIECHUS HHBIX
NEWCTBUH, MOPOXKIAIOIINX OPUAMYECKUE TTOCIEACTBUS B OTHOIICHUH CYOBEKTa MEePCOHAIBHBIX
JAHHBIX WIX JAPYTHX JIMI JUOO WHBIM 00pa3oM 3aTparvBaloOUIMX IpaBa M CBOOOABI CyOBEKTa
[IEPCOHANBHBIX JAHHBIX WU APYTUX JIULL.

Hcrounnk yrpo3sl 6e3onacHocTd HHGopManuu — cyObeKT JOCTYIa, MaTepUANIbHBIA 00BEKT
WM (U3NYECKOe SBIECHUE, SBISIOIIMECS NPUYMHOM BO3HUKHOBEHHUS YIpO3bl 0€30M1aCHOCTH
nHpopmanmm.

KonTposmpyemasi 30Ha — IpoCTpaHCTBO (TEPpUTOPUS, 3AAHNE, YACTh 3AaHUSI, IOMELLEHHUE), B
KOTOPOM HUCKJIFOYEHO HEKOHTPOJIUPYEMOE IPeObIBaHNE TIOCTOPOHHUX JIILI, @ TAKXKE TPAHCIOPTHBIX,
TEXHUYECKHUX U MHBIX MaTEpUAJIbHBIX CPE/CTB.

KoHpuaeHIMaJIbHOCTh MNEPCOHANBHBIX JAaHHBIX — 00s3aTeNbHOE I COONIOEHUS
OIIEepPaTOPOM HJIM MHBIM MOJYYHUBILUM JOCTYI K MEPCOHAIBHBIM JIaHHBIM JIUIIOM TpeOOBaHUE HE
JIOMyCKaTh UX PacnpocTpaHeHue Oe3 cornacusi CyObeKTa HepCOHAIBHBIX JAHHBIX WM HAJTMUMS HHOTO
3aKOHHOT'O OCHOBAHMUSI.

MeskceTeBoii 3KpaH — JOKaJIbHOE (OJHOKOMIIOHEHTHOE) WK (PYHKLINOHATIBHO-PACIIPE/IETICHHOE
nporpaMMHoe (TIpOrpaMMHO-aINMapaTHOE) CPEACTBO (KOMIUIEKC), peau3yIollee KOHTPOJIb 3a
nH(popmMalyen, nocTynammeil B HHOOPMALMOHHYIO CUCTEMY IMEPCOHANbHBIX JTAHHBIX U (WJIH)
BBIXOJIAIIEN U3 UHPOPMAITMOHHONW CUCTEMBI.

Hapymmuresb 6e30MacHOCTH NMEPCOHAIBHBIX JAHHBIX — (QU3UYECKOE JIUIIO, CIyYyaitHO WiIn
IpeTHaMEPEHHO COBEpIIALOIIee JEHCTBHS, CIEICTBUEM KOTOPBIX SBIISIETCS HAapyIlIeHHEe 0€30MacHOCTH
MIePCOHATbHBIX JAHHBIX PH UX 00pab0TKE TEXHUUECKUMH CPEJICTBAMH B HH(POPMAIIMOHHBIX CHCTEMaX
MEPCOHANIBHBIX JaHHbIX.

HeaBTomMaTH3upoBaHHasi 00padoTKa NEePCOHAIBbHBIX JaHHBIX — 00pa00TKa MEPCOHATBHBIX
JaHHBIX, COJEpXKalMXcsd B UH(MOPMALMOHHOW CHCTEME NEPCOHAIbHBIX JaHHBIX JHOO
U3BJICUEHHBIX W3 TaKOW CHCTEMBI, CUMTAETCS OCYLIECTBICHHON Oe3 HCIOIb30BaHUS CPENICTB
aBTOMaTH3alMu (HEaBTOMATU3WPOBAHHOM), €CIIM TaKue JEHUCTBHS C NMEePCOHATBLHBIMU JaHHBIMH,
KaK MCIIOJIb30BAaHHME, YTOUHEHUE, PACIpPOCTPAHEHUE, YHUUTO)KEHHE NEPCOHAIBHBIX JIaHHBIX B
OTHOLICHUM KAXJIOTO0 M3 CyOBEKTOB IEPCOHAIBHBIX JaHHBIX, OCYIIECTBISAIOTCA IPH
HEMOCPEACTBEHHOM YYacCTHH YeJIOBeKa.

HenexnapupoBanHble BO3MOKHOCTH —  (YHKIMOHAJIbHBIE BO3MOXKHOCTH  CPEICTB
BBIYMCIIUTENIHHON TEXHUKH, HE ONIMCAHHBIE MITM HE COOTBETCTBYIOIME OMMCAHHBIM B JIOKyMEHTAIIUH, TIPU
WCIOJIb30BAaHUN KOTOPBIX BO3MOXHO HapylleHHe KOH(HUIEHIUAIbHOCTH, IOCTYIHOCTH WU
LIEJIOCTHOCTU 00pabaTbIiBaeMoi HH(pOpMAIIHH.



HecaHKIMOHMPOBAaHHBIN J0CTYNn (HECAHKIMOHMPOBAHHbIE AeCTBHA) — JOCTYyN K
uHbOpMaIUY WK EHCTBUS ¢ HHPOpMaLKel, HapyIarolue IpaBuiIa pa3rpaHHueHHst T0CTyTa ¢
WCTOJB30BAHUEM INTATHBIX CPEACTB, NPEAOCTABISAEMBIX HH(OPMAIIMOHHBIMH CHCTEMaMU
[IEPCOHANIbHBIX TaHHBIX.

Hocurear nndopmanum — Qu3nueckoe JMIO WIM MaTepUAIbHBIA OOBEKT, B TOM YHCIIE
¢usnveckoe moje, B KOTOPOM HH(POpMAIs HAXOAUT CBOE OTPAKEHHE B BUJIE CHUMBOJIOB, 00pa3oB,
CUTHAJIOB, TEXHUYECKHX PEHICHUH M MPOLECCOB, KOJTUYECTBEHHBIX XAPAKTEPUCTUK (PH3MUECKUX
BEJIMYMH.

O0e3IMYMBaHNe MEPCOHAIBHBIX JAHHBIX — JIEHCTBUSI, B PE3yJIbTaTe€ KOTOPHIX HEBO3MOKHO
OIPENIeJIUTh MPUHAJICKHOCTh EPCOHAIBHBIX JAaHHBIX KOHKPETHOMY CYyOBEKTY MEPCOHAIbHBIX
JAHHBIX.

O0padoTKa MepcoOHAJBHBIX JAHHBIX — JICUCTBUS (OIepalyn) ¢ IEPCOHATBLHBIMU JaHHBIMH,
BKJIIOYast cOOp, CHCTEMATU3aLUI0, HAKOIJICHUE, XpaHEHHUE, yTOUHEeHHe (0OHOBIICHUE, U3MEHEHHE),
WCIOJIB30BaHUE, PACIIPOCTpaHEHHe (B TOM YHUCIE Tepeaady), oO0e3lndynBaHue, OJOKHpPOBaHUE,
YHUYTOKEHHUE NIEPCOHANIbHBIX JaHHbIX.

OO0menocTynHble NepcOHAIbHbIE JdaHHble — I[IE€PCOHAJbHBIC JIaHHBIE, JOCTYI
HEOI'PaHUYEHHOI'0 Kpyra JIMI K KOTOPBIM MPEAOCTABICH C COIjacus CyObeKTa MepCOHAIbHBIX
JAHHBIX WJIM HAa KOTOPbIE B COOTBETCTBUU C (heliepalbHbIMU 3aKOHAMHM HE paclpOoCTpaHsAeTCs
TpeboBaHue COOIIOICHUS KOH(PHUICHIIMAITBHOCTH.

Omnepartop (mepCOHANBHBIX AaHHBIX) — I'OCYAAPCTBEHHBIM OpPraH, MyHHMIIMIAIBHBIA OPIaH,
IOpUANYECKOe WM (DU3MUYECKOe JIMI0, OpraHusyloniee U (W) OCYIIECTBIISIOIIEe 00padOTKy
MIEPCOHAIBHBIX JAHHBIX, & TAK)KE OTMPEACIISIONINE IIeTH U CoepKaHne 00pabOoTKH MepCOHABHBIX
JTAHHBIX.

TexHuueckue cpeacTBa HH(POPMALHOHHOI CHCTeMbI NEPCOHAIBHBIX JIAHHBIX — CPEJICTBA
BBIUHCIUTENIBHON TEXHUKHU, HHPOPMAIMOHHO-BBIYHCIUTEIbHbIE KOMILIEKCHI U CETH, CPEZCTBA U CHCTEMBI
nepefauu, npuemMa u odpabotku II/[H (cpenctBa m cucTeMbl 3BYKO3alMCH, 3BYKOYCHIICHMS,
3BYKOBOCITPOU3BE/ICHUS, IEPETOBOPHBIE U TEJIEBU3HOHHBIE YCTPONCTBA, CPEJCTBA U3TOTOBJICHMUS,
TUPAXKUPOBAHUS JJOKYMEHTOB U JpyTue TEXHUYECKUE CpeIcTBa 00pabOTKH peueBoil, rpaduieckoil,
BUJI€0- U OYKBEHHO-IIU(PPOBOI MHPOpMaINK), TPOrpaMMHbIE CPEACTBA (ONEpallMOHHBIE CUCTEMBI,
CUCTEMBI yIpaBiieHus1 6a3aMu TaHHBIX U T.I1.), CPEACTBA 3aLUTHl HH(POpPMALIUU, IPUMEHSIEMBIE B
MH(pOPMAIMOHHBIX CUCTEMAX.

IlepexBaT (MH(poOpManmMn) — HENPaBOMEPHOE IMOJIyueHHEe MH(POPMALUU C UCIIOJIb30BaHUEM
TEXHUYECKOTO  CPEJICTBA, OCYILECTBIAIOLIETO  OOHapyXeHue, TIpueM U  00paboTKy
MH(POPMATHUBHBIX CUTHAJIOB.

IlepconanbHble AaHHbIe — J00as MHQPOpPMAIUS, OTHOCSIIASACA K ONpPEIEICHHOMY WIIU
onpeziensieMOMy Ha OCHOBaHMM Takoil uHpopmauuu ¢usznyeckomMy Juny (cyObeKTy
MEPCOHANBHBIX JAHHBIX), B TOM 4HKcie ero ¢paMuius, uMs, OTYECTBO, I'0Jl, MECAIl, AaTa U MECTO
POXIEeHMs, aJapec, CeMeWHoe, COLMaIbHOE, HWMYIIECTBEHHOE TOJO0XKEeHHe, 0o0pa3oBaHUE,
npodeccus, 10X0bl, Apyras uHGopMalus.

ITo6ouHbIe 3/1eKTPOMATHUTHBIE U3JYyYeHHs U HABOAKHU — DJIEKTPOMArHUTHBIE W3ITy4YEHUs
TEXHUYECKUX CPeJCTB 00pabOTKM 3amuiaeMoil mHpopMmalnuy, BO3HUKAIOUIME KaK MOOOYHOE
SIBJICHUE U BBI3BAHHBIC AJIEKTPUYECKUMHU CUTHAJaMHM, JEHCTBYIOIIMMHU B UX 3JEKTPUUECKUX U
MarHUTHBIX ILIETSIX, @ TaKXKEe AJIEKTPOMArHUTHbIE HABOJKU 3TUX CUTHAJIOB HAa TOKOIPOBOJSIINE
JIMHUH, KOHCTPYKIIMU U IIETIH MUTaHUS.

I[MosmTHKAa  «YHUCTOTO  C€TOJA» —  KOMIUIEKC  OpPraHU3allMOHHBIX  MEpONPUSATHH,
KOHTPOJUPYIOIIUX OTCYTCTBHE 3alUCHIBAaHHMs Ha OyMa)kKHbIe HOCHTENIHM KJo4ed U aTprOyToB
nocTyna (maposieil) 1 XpaHeHus UX BOJU3U 00BEKTOB JIOCTYTIA.



IHonb30BaTeap HHPOPMALMOHHON CHCTEMbl MEPCOHANBHBIX JaHHBIX —  JHIO,
ydacTByloliee B (yHKIMOHUPOBAHUM MH(DPOPMAITMOHHONW CHUCTEMbI MEPCOHANBHBIX JAHHBIX WIN
UCTOJB3YIONIEe Pe3yIIbTATHI €€ (PYHKIMOHUPOBAHHUS.

IIpaBuia pa3rpaHu4YeHusi JOCTYNa — COBOKYIHOCTb MpPaBUJI, PErIaMEHTUPYIOLIUX IpaBa
J0CTyTa CyObEKTOB JOCTYIA K 00bEKTaM JJOCTYTIA.

IIporpamMmmHas 3akJjaJKa — KOJ IIPOrpaMMbl, IPEIHAMEPEHHO BHECEHHBIN B MpOrpammy C
LENBI0 OCYIIECTBUTHh YTEUKY, W3MEHUTh, OJIOKHMPOBATh, YHUYTOXUTh HH(OPMAIHIO WIIH
YHUYTOXXKHUTh M MOJU(PUIMPOBATH MpPOrpaMMHOE oOecredeHne HH(OPMAIIMOHHONW CHUCTEMBbI
NEPCOHAIBHBIX JAHHBIX U (MJIM) OJIOKUPOBATh anmapaTHble CPEICTBA.

IIporpammHoe (MporpaMMHO-MaTeMaTH4YecKOe) BO3[eiicTBHe — HECAaHKI[MOHUPOBAHHOE
BO3JICHCTBUE HA PECYPChl aBTOMATHU3UPOBAHHOM HH(DOPMALIMOHHOM CHCTEMBI, OCYIIECTBIISIEMOE C
HCIOJIb30BaHUEM BPEIOHOCHBIX IPOrpaMM.

PackpbiTHEe NEpPCOHAJBHBIX [JAHHBIX — YMBIIUIEHHOE WM CIydallHOE HapylLIEHHUE
KOH(UIEHIIMATIBHOCTH IEPCOHAIBHBIX JaHHBIX.

PacnipocTtpaHeHne mnepcoHANbHBIX [JAaHHBIX — JICHCTBUS, HaIlpaBJIICHHbIE Ha Ieperady
MIEPCOHANBHBIX JaHHBIX ONPEAEIIEHHOMY KpYry JHIl (Ilepeaya NepCOHAIbHBIX JaHHBIX) WM Ha
O3HAaKOMJIEHHE C IEPCOHAIbHBIMU JIaHHBIMU HEOIPAaHWYEHHOI'O0 Kpyra JIMI, B TOM YHCIIE
0o0HapoJ0BaHKUE MEPCOHANBHBIX JAaHHBIX B CPEACTBaX MaccoBOM MHGOpMaIuu, pa3MelIeHHE B
MH()OPMALIMOHHO-TEJIEKOMMYHHKAIMOHHBIX ~ CEeTSIX WM  MPEAOCTaBICHHME  JOCTyNa K
MEePCOHANBHBIM JIaHHBIM KaKUM-THOO0 HHBIM CIIOCOOOM.

Pecypc nndopmMaunoHHoii cucTeMbl — HIMEHOBAHHBIM 3JIEMEHT CUCTEMHOTO, MPHUKIAJIHOTO
WM almapaTHoro odecneueHus pyHKIMOHUPOBAHHUS HHPOPMALIMOHHON CUCTEMBI.

CnenmanbHble KaTeroOpuM MNEPCOHAJIBHBIX JAHHBIX — I[I€PCOHAJbHBIE JaHHBIE,
KacalolllMecss pacoBOM, HAIMOHAJIbHOW  INPUHAAJICKHOCTH, TMOJUTUYECKUX  B3IJISOB,
PENUTHO3HBIX WIH  (UIOCODCKUX YOEKICHUN, COCTOSHUSI 30POBbSI M WHTUMHON KU3HU
CyObeKTa epCOHANbHBIX JIaHHBIX.

CpencrBa BBIYHCIMTEJbHON TEXHHKH — COBOKYIHOCTH IIPOIPAMMHBIX M TEXHHYECKHX
3JIEMEHTOB CHCTEM O0pabOTKU JAAHHBIX, CIIOCOOHBIX (YHKIIMOHUPOBATH CAMOCTOSITEILHO WIIU B
COCTaBe APYTUX CUCTEM.

Cy0bekT noctyna (cy0beKT) — JIMLO WU MPOLIECC, IEHCTBUS KOTOPOTO periiaMeHTHUPYIOTCS
MpaBWJIaMU pa3rpaHUYEHHUsS JOCTyTa.

Texnnyeckuii KaHAT yTe4KH HHGOPMALMM — COBOKYITHOCTh HOCHUTEIISI HH(OpMaluu (CpeacTBa
00paboTKHN), GU3UIECKOMN CPeNbl pacripocTpaHeHus MHHOPMATUBHOTO CUTHAJIA U CPEJICTB, KOTOPHIMHU
N00BIBaeTCA 3aluiaemMas nHpopMarus.

TpancrpannyHasi nepesaya NnepcoHATbHBIX JAHHBIX — IIE€pPEJadya MEPCOHAIBHBIX JaHHBIX
oneparopoM uyepe3 [ocynmapcrBeHHyro rpanully Poccuiickoii @Penepauuu OpratHy BIIACTH
MHOCTPAHHOTO TOCYAapCTBa, (PU3MUECKOMY WIM IOPUIUYECKOMY JIMIly HMHOCTPAHHOTO
rocyJapcTBa.

Yrpo3bl 6e30acHOCTH NMEPCOHATbHBIX JAAHHBIX — COBOKYIHOCTb YCIOBUH M (DaKTOPOB,
CO3/IAI0IIMX OMACHOCTh HECAHKLIMOHUPOBAHHOT'O, B TOM YHCJI€ CITyYaltHOr0, TOCTYTIA K EePCOHATbHBIM
JTaHHBIM, PE3YJILTATOM KOTOPOTO MOMKET CTaTh YHUYTOXKEHHE, W3MEHEHUE, OJIOKUpOBAHKE, KOITMPOBAHUE,
pacrnpocTpaHeHHe NePCOHATIbHBIX JaHHbIX, a TAK)KE MHBIX HECAHKIIMOHUPOBAHHBIX JEHCTBUI PH HX
00paboTKe B MHPOPMALIMOHHOM CHCTEME MEPCOHATBHBIX JAHHbIX.

YHUUTOXKEeHNe MePCOHATbHBIX JAHHBIX — JEHCTBUS, B pe3yJibTaTe KOTOPHIX HEBO3MOKHO
BOCCTaHOBHUTH COJIEpKaHNE NEPCOHANIBHBIX JaHHBIX B MH(OPMALlMOHHON CUCTEME MEPCOHAIBHBIX
JAHHBIX WM B pe3yibTaTe KOTOPBIX YHUYTOXAIOTCS MaTepUAIbHBIE HOCUTENIN MEPCOHANbHBIX
JTAHHBIX.



VYreuka (3amumiaemoii) uHGoOpManuM MO0 TEXHUYECKUM KAHAJIAM — HEKOHTPOJIUPYEMOE
pacrnpocTpanenre nHGOpMaIMK OT HOCHTENS 3allUiaeMoi nHpopMaImy yepe3 PU3NUecKyro Cpey 10
TEXHUYECKOTO CPEJICTBA, OCYIIECTBIISIONIETO IMepeXBaT HH(OOPMAITUH.

Yupe:xaenune — yIpexJaeHUs 3[paBOOXPaAHCHHSI, COIIMATBLHOU CEephl, TPya U 3aHITOCTH.

Y3BUMOCTD — CJIA00CTH B CPEJICTBAX 3aIIUTHI, KOTOPYIO MOKHO UCTIOIB30BATh JIJIsl HAPYIIICHUS
CHCTEMBI HJIH COZIeprKalleiics B Hell nHbopMaIuu.

HenocTHocTh MH@OpMAMHM — CHOCOOHOCTH CPEICTBAa BBIYHCIUTEIBHOM TEXHUKU WIH
AaBTOMATU3UPOBAHHON CUCTEMBbI 00ECIIeYnBaTh HEM3MEHHOCTh MH(OPMAIIUU B YCIIOBUAX CIIy4aitHOTO
W/WJH IPETHAMEPEHHOT0 UCKaKEHUS (pa3pyIIeHus).

O003Ha4YeHUA M COKPALLICHUS
ABC — aHTUBUpPYCHBIE CpEJICTBA
APM — aBTOMaTH3upOBaHHOE paboyee MECTO
BTCC — BcnomoraresnbHble TEXHUYECKUE CPEJCTBA U CUCTEMBbI
NCTIH — nndopmarmonHasi cucteMa NepCcoOHaIbHbBIX TaHHBIX
K3 — koHTpOupyemas 30Ha
JIBC — nokanbHasi BBIMUCIUTENIbHAS CETh
MD — mexceTeBol 3KpaH
HCJI — HecaHKIIMOHMPOBAHHBIN JOCTYT
OC — onepanroHHas cucrema
II/TH — nepcoHaIbHBIE JaHHBIE
IIMB — nporpaMmMHO-MaTeMaTH4eCKO€E BO3ACHCTBHE
[1O — mporpamMMHOe obecrieueHne
[ITOMMUH — no604HbI€ 371€KTPOMAarHUTHBIE U3TTyYEHUS U HABOJKU
CA3 - cucreMa aHalin3a 3alllUIIEHHOCTH
C3U — cpencTBa 3aUThl HHOOPMALTUH
C3I1H — cucreMa (ToJiIcucTeMa) 3alIUTHI IEPCOHAIBHBIX TaHHBIX
COB — cucrema oOHapyKeHUsI BTOPKEHUI
TKVYU — TexHuveckre KaHaubl yTeUKH HHPOPMALUU
VYBIT/I1 — yrpo3sl 6€30MacHOCTH EPCOHANTBHBIX JAHHBIX

Oo0uree noso:xkeHue

Mopenb yrpo3 0€30macHOCTH TMEPCOHATBHBIX JAHHBIX JUIsI WHOOPMAIMOHHBIX CHCTEM
MEpPCOHANBHBIX  JAaHHBIX B  MyHHIHMIanTsHOM  001Ie00pa3oBaTebHOM  aBTOHOMHOM
yupexnaenun «BetnsHckas cpenHsst o0eo0pa3oBarenbHas mKkoja (ianee - Moniens) cTpouTes
Ha OCHOBAaHUU OTYETA O PE3yJIbTaTax MPOBEICHUS BHYTPEHHETO aHAIIN3A.

B Mopenu yrpo3 mpencraBieno omucanue crpyktypbl UCIIH, coctaBa m pexuma
obpabotku I1/IH, kmaccudukanus NOTEHIUATBHBIX HapYIIUTENEeH, OlleHKa MCXOIHOTO YpPOBHS
3alUIIEHHOCTH, aHAJIM3 YIP03 O€30MaCHOCTH MEPCOHATIbHBIX JaHHBIX.

Ananmuz YBII/Ia Brtovaer:

e Omnucanue yrpos;

e OILEHKY BEPOSITHOCTH BOZHUKHOBEHUS yTPO3;

e OreHKy pealn3yeMOoCTH yIrpos;

e OIEHKY OMaCHOCTH YIpo3;

e OmnpeneneHue akTyaabHOCTH YIpo3.

Moaenab yrpo3 pa3padoTana Ha OCHOBAHHHM CJIEAYIOIIHNX IOKYMEHTOB:
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o OenepanbHblii 3akoH 0T 27.07.2006 Ne 152-D3 «O nepcoHaNbHBIX TaHHBIX);

e JlocranoBnenue IlpaButensctBa P® ot 01.11.2012 Ne 1119 «OO6 yTBepxaeHUH
TpeOOBaHUN K 3alUTe MEPCOHAIbHBIX JAHHBIX MpU HUX 00paboTke B HH(MOPMALUOHHBIX
CUCTEMaXx MEePCOHATBHBIX JTAHHBIX);

e JIpukaz ®CTOK Poccunu ot 18.02.2013 Ne 21 «OO6 yrBepxknenun CocraBa u CoaepKaHUs
OpPTraHU3AIMOHHBIX M TEXHHYECKUX MEp MO 00ecreueHro 0e30MacHOCTH MePCOHAIBHBIX JaHHBIX
pHu Ux 00paboTKe B MHPOPMAILIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JAHHBIX);

e baszoBas Mopenb yrpo3 O€30MACHOCTH IEPCOHAIBHBIX JAHHBIX NMPH HX 00paboTke B
MHPOPMAIIMOHHBIX ~ CHUCTEMax  IEpPCOHAIBHBIX  JAaHHBIX, yTBepkaeHHo  15.02.2008
3amectuteneMm agupekropa @CTIK Poccuu;

e MeroauKa OnpeeeHus aKTYalIbHbIX yrpo3 0€30MacCHOCTH MEPCOHABHBIX JaHHBIX MPU UX
00paboTke B MH()OPMAIIMOHHBIX CHCTEMax MEPCOHAJBHBIX NAHHBIX, yTBEp:KIAeHHOH 14.02.2008
3amecturenem aupekropa PCTIK Poccun.

e Meroauueckue pEKOMEHJAUU 10 OO0ECIEeYeHHI0 C IOMOILIBI0  KPUIITOCPEACTB
0€30MaCHOCTH TEPCOHATBHBIX JAaHHBIX NMPH HX 00padoTKe B HMH(OPMAIMOHHBIX CHCTEMAax
MEPCOHANBHBIX JaHHBIX C UCIIOJIb30BAHUEM CPEACTB aBTOMaTu3auuu, yTBepxacHHbeie @Chb PO
21.02.2008 Ne 149/54-144.

UCITIJn MOAY «Bernsuckas COII» mnoanepKuBaeT TEXHOJIOTUYECKHUE TPOIIECCHI
JesITeTbHOCTH 00pa30BaTeIbHON OPTaHU3AIHH .

PaccmatpuBaemas UCIIJJlH wumeeT mnoakiIrO4YeHHEe K CETSIM OOIIEro IMOJIb30BaHUA U
MEXyHapOAHOTO OOMEHA.

O6pabotka mnepcoHanbHbix AaHHbiX B HWCII[IH Bexercs B aBTOHOMHOM pEXHME C
pasrpaHuyYeHUEM IpaB JO0CTYyIIa.

Pexum 00paboTKu mpemycMaTpuBaeT ClEAyIOUIUe ACUCTBUS C MEPCOHATBLHBIMH JaHHBIMU:
cObop, cuCcTeMaTH3aluio, HAKOIUICHWE, XpaHCHHE, yTOYHCHHE (OOHOBIICHUE, HW3MCHEHUE),
UCIOJIb30BaHUE, PACIPOCTPaHEHHE (B TOM 4YMCIE Tepefady), 00e3nuyuBaHue, OIOKUpOBaHUE,
YHUYTOKEHHE MTEPCOHAIBHBIX JTAHHBIX.

Onucanue HHPOPMANMOHHBIX CHCTEM MEPCOHAIBHBIX JAHHBIX
Ucxonnsle nanHbie HHpopmanuonHoil cucrembl «AUC Iudposoe odpazoBaHue» B
MOAY «Bernsuckast COLl» pa3zBepHyTa Ha 10 KOMIIBIOTEpaxX, KOTOPbIE MMEIOT BBIXOJ B CETh
Nutepuer. OO6paboTKa MEPCOHATBHBIX JIAHHBIX OCYIIECTBIISIETCS B Tporpammax «Moioducy.
Omneparmonnas cuctema — «Windows 7, 8, 10»,

Nupopmannonnass cucreMa «KoHTyp» pa3sBepHyTa Ha OJHOM KOMIIBIOTEpE.
KomnbroTepsl uMeroT Bbixog B ceTh HHTepHer. OOpa0oTka NEpCOHANbHBIX JaHHBIX
OCYIIECTBIIAETCS B porpammax ««Moitoduc»y. OneparronHas cuctema — «Windows 7,10».

Nudopmaunonnas cucrema «OOpa3oBaHue» pa3BepHyTa Ha OJHOM KOMIIbIOTepe
BKJIFOYaeT B cedst mHpopmannonubsie nojcucrembl «PUC OPJIO», koTOpble UMEIOT BBIXOA B
cetb MHTepHer. OOpaboTka MNEpPCOHANBHBIX JaHHBIX OCYIIECTBISETCS B Iporpammax
«Moiioducy, «LibreOffice»,. Oneparrionnast cuctema — «\Windows 10»,

Bce nepeuncnennbie ”HPOPMALMOHHBIE CHCTEMBI OTHOCSATCS K CIICAYIOLIMM THUIIAM:

e UCII[An mnepemaun wuHpopmanuu, B ToMm uucie [I/H, B mensax HCHOTHEHHS

denepanbHbIX 3aKOHOB.



XapakTepucTuka 00beKTa HHPOPMATH3ALMH

B kadectBe o0bexTa nHbopmartuzanuu MOAY «Betnsackas COIL» BeicTynaroT:

1. ABTOHOMHBIEC aBTOMAaTHU3UPOBaHHbBIE paboune mecta (APM).

B 3aBucuMocTH OT XapakTEepUCTUK M OCOOCHHOCTEH OTAENbHBIX OOBEKTOB 4YacTb
BBIUUCIIUTENILHBIX CPEICTB MOJKIIOUEHA K CETSAM CBSI3M OOIIETO MOJb30BaHUA U (WIIH) CETSIM
MEXIyHapOAHOT0 HH(GOPMAIITMOHHOTO OOMEHa.

BBoza nepcoHanbHBIX JaHHBIX OCYIIECTBISETCS Kak ¢ OyMaXKHBIX HOCUTeNeH (Harmpumep,
JOKYMEHTOB, YIOCTOBEPAIOIIUX JIMYHOCTh cyObekTa I1/[H), Tak M C 3JIEKTPOHHBIX HOCHUTENIEH
MH(POPMAIHH.

HUCIIdn npenmonaraioT pactpeaeineHnyto (Ha APM) o6pabotky u xpanenue I1/]H.
Ilepconanbubie nanHble cyobekToB II/IH MoryT BeBomuThes u3 MCII/[IH ¢ uenbro nepenauun
MEPCOHANIBHBIX JIAHHBIX CYOBEKTOB NepcoHanbHbIX AaHHBIX MOAY «Betnsuckas COILl» kak B
JIEKTPOHHOM, TaK U B OyMa)KHOM BH/JIE.

Kontpompyemoit 3onori (K3) UCIIAn sBastorcs 3manums  (Conb-Unenkwmii MO,
c.Bernanka, yn.lllkonbHas, 31.32/1) u oTaensHble OMeNIeHUs. B mpeaenax KOHTpoiupyeMon
30HBI HaXOMATCS paboure MecTa MOJb30BaTeNNe U MeCcTa XpaHeHHs apXUBHBIX KOMUM JaHHBIX,
CeTeBOC W TeJIeKOMMYyHUKanuoHHoe obopymoBanue WCII[lH. BHe KOHTpoIMpyeMoil 30HBI
HAXOJATCS JTUHUM Tepelayd JaHHBIX U TeIEKOMMYHHUKAIIMOHHOE 000pyAOBaHKE, HUCIIOIb3yEeMOe
UIs  WHQOPMAIIMOHHOTO OOMEHa TIO0 CeTSAM CBS3W OOIIero TOJb30BaHUS W (WIH) CETIM
MEXIyHApOAHOTO HH(GOPMAIITMOHHOTO OOMEHa.

Cocras, kaTeropu 4 00beM NepPCOHAIBHBIX IAHHBIX, ONpe/ieJieHue YPOBHS
3alUIIEHHOCTH MEePCOHAIBHBIX JAHHBIX

Ha ocHoBe xapakTepucTuk U ocooeHHocTel ncnoib3yeMbix UCITJIH 1 06padaThiBaeMbIX
B HUX MEPCOHAIBHBIX JAHHBIX, MOXXHO KOHCTaTUPOBATh, YTO MEPCOHAIbHBIC JAHHBIE CYOHEKTOB
I[IIa MOAY «Bernsackas COIL» oOpabareBaioTcss B HH()OPMAIMOHHOW CHCTEME,
oOpabaTeiBaromield  OOIIEOCTYNHBIE  MEpPCOHANBHBIE  JaHHbIE, a TakKXKe CHCTEeMOH,
oOpabaTbIBaroIeii WHBIE KaTErOpUU NEPCOHAJBHBIX JaHHBIX. CIenualbHble KaTeropuu
NEpCOHAJBHBIX JIaHHBIX U OuoMeTpuueckue mnepcoHaibHble JaHHble B MCII[lH He
o0OpabarbIBaroTCsl.

Juia UCIIIn MOAY «Bernsauckas COILL»  akTyanpHbBl yrpo3sl 2 Tuma - yrpossbl,
CBS3aHHBIE C HAJIWYMEM HEJOKYMEHTHUPOBAHHBIX (HEICKIapUPOBAHHBIX) BO3MOXHOCTEH B
IPUKIAQAHOM MPOrpaMMHOM OOECHeueHHH, HCIOJIb3yeMOM B HH(OPMAIMOHHON CHCTEME.
CornacHo noanmyHKTy «O» myHkTa 11 «TpeboBanuii k 3amuTe NEpCcOHAIbHBIX JAHHBIX MPU UX
00paboTke B MH(OPMAIIMOHHBIX CHUCTEMax MepcoHaIbHbIX HaHHbIX» i1 UCIIlH MOAY
«Betnanckas COIll» Tpebyercss obecrneunTs 4-uil ypOBEHb 3alIMIEHHOCTU MEPCOHAIBHBIX
JAHHBIX TPU UX 00paboTKe B HH(HOPMAILIMOHHOH CHUCTEME.

Crnoco0bI HApYIIEHHS XaPAKTEPUCTHK 0€30I1aCHOCTH NEePCOHAIBHBIX JAHHBIX
Vcxons u3 nepeyHs nepcoHaIbHBIX JaHHBIX, 0OpadaTsiBaeMbix B ICII/IH, cymiecTByOT
clIeyIoIne CrocoObl HapyIIeHUs XapakTepucTuk Oe3onacHoctu [1/1H:
® XMWIIEHHUE NEPCOHANBHBIX JAHHBIX COTPYIHHUKAMH OpPraHMU3ALMM Ul MCIOJIb30BAaHUS B
KODPBICTHBIX LIEJIAX;
e nepenava uHpopMmaiuu o cyorekre [1/1H TpeTbum nunam;
HECAHKIIMOHMPOBAHHOE MyOJIMYHOE pasrialleHHe MEepCOHANbHBIX JaHHBIX, CTABLIMX
M3BECTHBIMH COTPYAHMKAM OpraHU3allu;
HECaHKLMOHUPOBAHHOE MOJIyYEHHE MIEPCOHATBHBIX TAHHBIX TPETHbUMH JIUIIAMH;
yHUUTOXXeHHE HHpopmarmu o cyobexte [1/1H;
Moaudukamus o cyonrexre [1]1H;
OsokupoBanne nHpopmanuu o cyonrekre [1J1H;
BBOJ1 HEKOppeKTHOU nH(popMmatu o cyobekre [1/1H;



e repenava HEKOppeKTHOU nHpopmarmu o cyonsekre [1/1H;
® HCKaXEHHE apXHUBHOM uHPopmaruu o cyobexry [1/1H;
® YHUYTOXKCHHE apXUBHOU MH(POpMaIuu no cyonsekty [1/]H.

¥Yrpo3bl 0€30MaCHOCTH NMEPCOHAIBbHBIX JAHHBIX, IPH UX 00pa00TKe B HHPOPMALMOHHBIX
CHCTeMAaX MePCOHATbHBIX JAHHBIX

[Toxg yrpo3amu 0e30macHOCTH TEPCOHAIBHBIX JaHHBIX mpu ux obpadorke B MCIIHH
MIOHMMAETCS COBOKYITHOCTb YCIOBHH M (DaKTOPOB, CO3JAIOIIMX MOTCHUIHAIBHYIO WM PEabHO
CYLIECTBYIOIIYI0  ONAaCHOCTb,  CBA3aHHYHO ¢  yTeukoil — uHpopmammu u  (WIN)
HECAaHKLMOHUPOBAaHHBIMU M (WJIM) HENpEeIHAMEPEHHbIMM BO3JEHCTBUSIMU Ha Hee. Takum
obpazomM, yrpossl 6e3onacHocTH [1JIH pu ux o6padotke B UCIIJIH MOTYT OBITH CBSI3aHBI KaK C
HenpeIHaMepeHHbIMU  aelictBuaMH  nepcoHana MCII[H, Tak W cO  cHENUAIBHO
OCYLIECTBJISIEMBIMU HENPABOMEPHBIMU JCHCTBUAMM OTACIIbHBIX OPraHU3aluid M TpaxaaH, a
TaK)K€ MHBIMU HCTOYHUKaMu yrpo3. HempaBomepHble NEHCTBUS MOTYT UCXOJUTh TAKXKE U OT
pabotHukoB MOAY «Bernsackas COILl» B ciyyae, korja OHM paccMaTpUBAIOTCS B KauecTBE
MOTEHIIMAIBLHOTO HapyuTes 6e3onacHoctu [1/]H.

B nemnsx ¢popmupoBaHus cucTeMaTU3MPOBAHHOTO MepeyHs yrpo3 6e3onacHoctu [1/1x npu
nux obpaborke B UCII/IH u pa3paboTke Ha WX OCHOBE YAaCTHBIX (IETATM3UPOBAHHBIX) MOIEICH
MPUMEHHUTENbHO K KOHKpeTHOMY Buxy WCII/IH, yrpo3sl 6€30MacHOCTH MePCOHANBHBIM JIAHHBIM
B UCTI/IH M0okHO KiTaccu(UIIUPOBATH B COOTBETCTBUU CO CIICTYIOIIMMH MTPU3HAKAMHU:

® 110 BUJaM BO3MOXKHBIX HCTOYHUKOB yTpO3;

e 1o tuny MCII/IH, Ha KOTOpBIE HAlIpaBJeHa peaau3alus yrpos;

® 110 BUJYy HapylIaeMoro CBOMCTBA HHPpOpMAINH (BUTY HECAHKIIMOHUPOBAHHBIX JCHCTBHH,
ocyuiectBisieMbix ¢ [1J]H);

® 110 crtoco0aM pealn3anuy yrpos;

® 10 HCIOJb3YEMOH YSI3BUMOCTH;

® 110 OOBEKTY BO3/ICHCTBUSI.

Jst UCTIIH cymiecTBYIOT CleyIolre Kiaacchl yrpo3 6ezonacuoctu [1/]H:

ITo BuAaM BO3MOKHBIX HCTOYHUKOB YTP0O3 0€30MaCHOCTH MEPCOHANBHBIX JaHHBIX:

® YIpo3bl, CBSI3aHHBIE C IPEJHAMEPEHHBIMH WM HENpeIHAMEPEHHbIMHU JEHCTBUSAMM JIMII,
umeroumu goctyn k P UCII/IH, Bkitoyas mosib3oBaTeliel, pealu3yIolue yrpo3bl
HenocpencteeHHo B MCII/IH;

® YIpO3bl, CBS3aHHBIE C MPEIHAMEPEHHBIMH WM HEMPEIHAMEPEHHBIMU JECUCTBUSIMU JIMII,
He uMmeromux jpocryna k MCII[H, peanusyromme yrpos3sl M3 BHEIIHHUX CETEH CBS3U
00111eT0 MOJIB30BAHMS U (MJTH) CETeM MEXTyHApOIHOTO HH(OPMAITMOHHOTO OOMEHA;

e VYrpo3bl, BO3HMKHOBEHME KOTOPBIX HAIPSAMYHI 3aBUCUT OT CBOICTB TEXHMKH,
ucnons3zyemoit B UCII/IH;

® YIpO3bl, CBSI3aHHBIE CO CTUXUMHBIMU TPUPOTHBIMHU SIBICHUSIMHU.

Kpome 310oro, yrpo3sl MOryT BOZHUKATh B PE3YJIbTATE BHEIPEHUS allllapaTHBIX 3aKJIaJI0K U

BPEOHOCHBIX ITPOTPAMM.
ITo Tunry UCI1/IH, Ha KOTOpBIE HANIpaBJIeHA yrpo3a.
[To crpykrype UCII[lH, Ha KOTOpbIE HalpaBieHa Yrpo3a, HEOOXOIUMO paccMaTpPUBATh
CJIEYIOIINE KIIACChl yTPO3:

e yrpo3pl  Oe3omacHOCTM  JaHHBIX, oOpaOatbiBaemMpix B MCIIJIH nHa  Gase

AaBTOMATU3UPOBAHHBIX PAOOYUX MECT;

e yrpo3sl 0e3omacHOCTH JaHHBIX, oOpabareiBaeMbix B VCII/IH Ha Ga3e moKambHBIX

MH(OPMALIMOHHBIX CHCTEM.

I[To cnocobam peanuzanuu yrpos.

[To cnocobam peanu3anuu yrpo3 BBLACISIOT CIEAYIONINE KIacChl yrpo3:

® YIpo3bl, CBSI3aHHBIE C HECAHKIIMOHUPOBAHHBIM JocTyrnoM K [1JH (B TOM uncie yrposbl
BHEJIPEHUSI BPEJOHOCHBIX MPOTPaMM);

e yrpo3bl yreuku [1/]x mo Texanueckum kananam yreuku nadopmaruu (TKYN);

e yIrpo3bl cienuaibHbIX Bo3aecTBuil Ha MCIT/H.



[To Bumy HapymaeMoro CcBOHCTBAa WH(pOpMAIUU (HECAHKIMOHUPOBAHHBIX JIEHCTBUH,
OCYIIECTBIISIEMBIX C MIEPCOHABHBIMU JAHHBIMU).

ITo Buay HECAHKIMOHUPOBAHHBIX JIEUCTBUM, OCYIIECTBISIEMbIX C IEPCOHATBHBIMU JaHHBIMU,
MOHO BBIJIEIUTH CJIEIYIOIUN KIIACC yIrpo3:

yrpo3bl, MPUBOAIINE K HapylIeHHI0 KoH(puaeHiumansHocTd [1/[H (KomupoBaHUIO WM
HECAaHKI[MOHHUPOBAHHOMY  PacCHOpOCTpPaHEHHUIO), TMpPU  peaju3aluu  KOTOPbIX  HE
OCYIIECTBIISIETCS HEMIOCPEICTBEHHOTO BO3ICHCTBUS HA cojiep)aHue HH(popMaIuu;
yIpO3bl, NPUBOIAIIME K HECAHKIIMOHMPOBAHHOMY BO3JICHCTBUIO HA COAEpKAHUE
uH(pOpMallK, B pe3yJibTaTe KOTOPOrO IPOUCXOAUT HM3MEHEHHUE JaHHBIX WU HX
YHHUYTOXKEHHUE;

YI'pO3bl, IPUBOAAIIUEC K HCCAHKIMOHUPOBAHHOMY BOSIIGI;’ICTBI/IIO Ha MpOrpaMMHBIC WA
nporpammHo-annaparusie 3iaemenTsl UCII[IH, B pe3ynbTaTe KOTOPOro OCYIIECTBIISIETCS
0JIOKHPOBAaHUE JAHHbIX.

ITo ucnonb3yemoii ysI3BUMOCTH BBIIETSIOTCS CIAEAYIOLIUE KJIACChI YTPO3:

YIpO3bl, peaqn3yeMble C HCIOJIb30BAHUEM YSA3BHMOCTH CHCTEMHOTO IPOTPAMMHOTO
obecnieuenus (I10);

YIPO3bl, pEATH3yEMBIC C HCTIOJIB30BAHUEM Y3BUMOCTH npukiiaanoro [10;

Yrpo3bl, BO3HUKAIOIIHE B PE3yJbTaTe€ MCIIOJb30BAaHUSA YSI3BUMOCTH, BBI3BAaHHOMU
HanuuveM B MCII/IH anmapaTHOM 3aKiaiKy;

Yrpo3bl, pEaIu3yeMble C UCIOJIb30BAHUEM YSA3BHUMOCTEH MPOTOKOJIOB CETEBOrO
B3aMMO/JICUCTBHUS M KaHAJIOB MEPEIaun IaHHBIX;

yIpo3bl, BO3HHUKAIOIIUE B PE3yJIbTaT€ MCHOJb30BAaHUS YSA3BUMOCTH, BBI3BAaHHOU
HEJO0CTaTKaMU OpraHu3aIuu TEXHHUYECKOH 3aIUTHI nHpopmarun oT
HECAHKIIMOHUPOBAHHOIO JIOCTYTA;

YIpO3bl, peaju3yeMble C HCIOJIb30BAHUEM YSI3BUMOCTEH, OOYCJIOBIMBAIONINX HAJIHMYHE
TEXHUUYECKUX KAaHAJIOB yTeUKU UHPOpMAIUY;

YIPO3bl, pealii3yeMble C UCTIOIB30BAHUEM YSI3BUMOCTEH CPEJICTB 3alUTH HH(OpMAIUH.

IIo O6’beKTy BO3JICHCTBUS BBIACIIAIOTCS CJICAYIOIIUEC KJIIACChI YI'PO3:

yrpo3bl 6e3onacHoctu I1/1H, oOpabaTsiBaeMbIx Ha APM;

yrpo3sl 6e3onacHoctd IIJIH, oOpabaThiBaeMbIX B BBIIEIEHHBIX CpeAcTBax o0pabOTKu
(mpuHTEpax, II0TTepax, rpadonocTpoOUTENSIX, BBIHECEHHBIX MOHHTOPAX,
BUJICONIPOEKTOPAX, CPEACTBAX 3BYKOBOCIIPOU3BENEHNUS U T.11.);

yrpo3bl 6e3onacHocty [1/IH, nepenaBaeMbIX MO CETSAM CBA3H;

yIpo3bl IPUKIIAJHBIM IpOTpamMmam, ¢ IOMOIIbI0 KOTOpPBIX oOpabaTeiBatoTest [1/1H;

yrpo3sl cuctemHomy [10, obecnieunBaromemy pynkimonupobanre MCIIIH.

XapakTepucTHKAa HCTOYHHKOB yYIpo3 0e3011acHOCTH nepcoHanbHbIX JaHHbIX B UCII/IH

I TH:

B otHomenun UCII/IH MOryT CyIiecTBOBAaTh TpU THIIa HCTOYHUKOB YIpo3 0€30MacHOCTH

1. AaTponoreHHble HCTOYHUKH yrpo3 6e3omacHocTy [1/1H.
2. TexHOT€HHBIE HCTOYHHUKH yTpo3 O6e3onacHocty [1/1H.
3. CtuxuiiHble UCTOYHUKHU YIpo3 Oe3omacHocTy [1/IH. AHTpOnOreHHbIe HCTOUHUKHU YIPO3

oe3onacHocTH I1/1H.

B kauectBe anTponorenHoro uctoynuka yrpos s UCIIIa HeoOXxoauMo paccMaTpuBaTh

cyOBbeKTa (JINYHOCTh), MMEIOIEr0 CAaHKIIMOHUPOBAHHBIM MM HECAHKIIMOHWPOBAHHBIN JOCTYI K
pabote co mratapiMu cpenctBamu UCIIJIH, eicTBUS KOTOPOTO MOTYT MPUBECTH K HAPYIICHHUIO
0€30MacHOCTH MEePCOHATBHBIX JaHHBIX.

AHTpPONOTreHHbIe UCTOYHUKM yrpo3 mo otHomeHuto kK MCII[AH Moryt OBITH Kak

BHCIIHUMMU, TaK 1 BHYTPCHHHUMU.

CpCIlI/I BHCIIHUX AHTPOIIOI'CHHBIX HCTOYHUKOB MOXKHO BBIACIUTD CJ'Iy‘-IB.IZHBIC n

MpeaAHaMCPECHHBIC HCTOYHWKHU.

Crnyuaiinble (HEenpeIHaMEPEHHbIE) HCTOYHUKN MOTYT MCIIOJb30BaTh TaKUE YSI3BUMOCTH,

Kak omuOKku, coBepiieHHble Tpu mnpoektupoBanuu MCIIJIH u ee s1emMeHTOB, OMMOKKA B



IPOrpaMMHOM 00ECIIeUeHUH; Pa3IMYHOI0 poja cOOU M OTKa3bl, OBPEKICHHUS, MPOSBISEMbIC B
UCIT[Jn. K TakuM MCTOYHMKAM MOXHO OTHECTH MEPCOHA] MOCTABIIMKOB Pa3JIMYHOTO pojaa
yCIIyT, MEpPCOHANl HAA30pHBIX OpraHu3aluil U aBapuiHbIX ciay>k0 u T.m. JeiictBus (yrpossi),
HCXOJAIIME OT JaHHBIX MCTOYHHUKOB, COBEPILAIOTCS [0 HE3HAHUIO, HEBHUMATEIBHOCTH WU
XaJIaTHOCTH, U3 JIIOOOMBITCTBA, HO O€3 3JI0T0 YMBICIA.

[IpenqnamepeHHbIE HICTOYHUKH MPOSIBIISIIOTCA B KOPBICTHBIX YCTPEMJICHUSIX HAPYIIUTEIECH.
OcHOBHasl 1Ie7Tb TaKMX MCTOYHHUKOB — YMBILIUICHHAS JI€30praHu3alusi paOdOThl, BBIBOJA CHUCTEM
Opranm3anuu 13 CTposi, UCKaKeHHe nHpopManuu 3a cuer npoHukHoBeHus B WCIIIH mytem
HECaHKLMOHUPOBAHHOTO JIOCTYTIA.

BHyTpeHHUMH HCTOYHHMKAMH, KaK IPaBWIIO, SABISAIOTCS CHEIHAIUCTBI B 00JIaCTH
POrPaMMHOTO OOECTIEYeHHS M TEXHUYECKUX CpPEACTB, B TOM YHCIE CPEICTB 3aIlHUTHI
uHbopMallUK, HMEIONIMEe BO3MOXKHOCTh  MCIOJb30BAaHUS  IITAaTHOrO  O0OpYyIOBaHUA U
nporpaMMHo-TexHruueckux cpenacts MCIIAn. K Takum nctouHnKaM MOKHO OTHECTH OCHOBHOM
MepCcoHal, Mpe/ICTaBUTeNeH CiIy k0 6€30MacHOCTH, BCIIOMOTATeNIbHbIN U TEXHUYECKUN IEpCOHAIL.

Jlnisi BHYTPEHHUX HMCTOYHHUKOB YIpo3 0c000€ MECTO 3aHMMAIOT YIpo3bl B BHUJE
omMnOOYHBIX JIeHCTBUA W (WIM) HApYHIEHWH TpeOOBaHMI HKCIUTyaTallAOHHOW ¥ WHOU
JOKyMeHTanuu cotpynnukamu Opranuzanuu, umeromumx noctyn k P UCIx. K nmogo6HbIM
yrpo3am, B YaCTHOCTH, OTHOCSATCS:

® HENpEeOyMbIIUIEHHOE UCKAKEHUE WIIN yAAJIEHUE IPOrPAMMHBIX KOMIIOHEHTOB;

® BHEJPEHUE U UCIIOJIb30BAHNE HEYUTEHHBIX IPOrpaMM;

® UTHOPHPOBAHHE OPTraHU3AIMOHHBIX OTPaHHYEHUN (YCTAaHOBICHHBIX MPABWI) IMpHU padboTe
¢ pecypcamu MCI1/IH, BKiItOUYas cpesicTa 3amuTsl HHPOPMAIIUH.

B ywactHOCTH:

e HapylIeHHE NpaBWJ XpaHEHHs] WH(OPMALUU OTPAHUYEHHOTO JOCTYyMa, UCHOIb3yeMOU
OpU  OKCIUTyaTalldd CPEICTB 3amuThl HHGoOpMauuu (KIOYEBOW, MapoOIbHOH U
ayTeHTU(UIIUPYIOIEH HHPOPMAITIH ),

® [IPEJOCTaBJICHUE MOCTOPOHHUM JIMI[aM BO3MOXKHOCTH JOCTYNa K CPEACTBAM 3allUThI
uHpoOpMallMK, a TaKkKe K TEXHHYECKUM M IPOrpPaMMHBIM CpEACTBaM, CIOCOOHBIM
MOBJIUATh Ha BBHIMOJTHEHHE TMPEAbSBIAEMBIX K CpPEACTBaM 3alIUThl HH(OpManuu
TpeOOBaHUM;

® HaCTpoiika M KOH(pUTypupOBaHUE CPEACTB 3aIIUTHI HH(POPMALIMH, a TAK)KE TEXHUUYECKUX
U TIPOTPaMMHBIX CPEJICTB, CIIOCOOHBIX MOBIUATH HA BBINOJHEHHE MPEIbSBISAEMBIX K
CpeacTBaM 3aluThl HMH(OpManuu TpeOOBaHUN, B HapylIeHHE HOPMATHBHBIX U
TEXHUYECKUX JIOKYMEHTOB;

e HecooOmeHne o (akrax yTpaTbl, KOMIPOMETAlMM KIIOYEBOM, MapoibHOM U
ayTeHTHUIUpYIONIel uHpopManuu, a Takxke J00d apyroi  uHbOpMAaIN
OTPaHUYEHHOTO JIOCTYyIA.

HauGonpiryto omacHOCTb MPEACTaBISAIOT NpeJHAMEPEHHBIE YIPO3bl, HUCXOJAIIME KaK OT

BHEIIIHUX, TaK U OT BHYTPEHHUX aHTPOIIOT€HHBIX UICTOUYHUKOB.

Heo6xoanmMo paccMaTpuBath ClIeAyIOIINE KJIACCH TAKUX YIPO3:

® YIpo3bl, CBSI3aHHBIE C MpEJHAMEPEHHBIMU JEHCTBUSIMHU JIMIl, UMEIOLUUMHU JOCTYN K
NCIIAn, Bxkmrouas mnonb3oBarened HWCIIJIH W WHBIX COTPYAHUKOB OpraHH3aluy,
peanuzyromumMu yrpo3sl HernocpeactTseHHo B CTI/IH (BHYTpeHHMI HapyUIUTENb);

® YIpo3bl, CBA3aHHBIE C MPEIHAMEPEHHBIMHU ACHCTBUSIMM JIMI, HE UMEIOLIMMH JOCTyNa K
NCTIIH n peanu3yronmMy yrpo3bl U3 BHENTHUX CETEH CBSA3M OOIIETO MOJb30BaHUS WIH
ceTell MexayHapoJHOro HH(OPMAIIMOHHOTO 0OMEHa (BHEIIHUN HapyIIUTENb);

® YIpo3bl, CBA3aHHBIE C NPEJHAMEPEHHBIMHU ACUCTBUSMM JIML, HE UMEIOLIIMMH JOCTYyNa K
NCITH n peanusyromumu yrpo3sl no TKYU.

TexHOreHHbIe UCTOYHHUKH yTpo3 O6e3onacHoctu [1/1H.

TeXHOTeHHbIE HCTOYHUKH YIpo3 HANpPSIMYIO 3aBUCAT OT CBOMCTB TEXHUKH. JlaHHBIE

WMCTOYHUKHU TAK)KE€ MOTYT OBITh KaK BHEITHUMHU, TaK U BHYTPEHHUMHU.



K BHEmHMM HCTOYHHMKAM OTHOCSATCS UHQpacTpykTypHble snemeHtsl WCIIH: cpeactBa
cBs3U (Tene(pOHHbIE JIMHUM, JIMHUM TEpelayd JaHHBIX M T.I.), CETH HHKCHEPHBIX
KOMMYHUKaIH (BoJ0CHAOKEHHE, KaHATU3aIHs, OTOTJICHHUE U TIp.).
K BHYTpEHHMM HCTOYHMKAaM OTHOCATCS HEKAYECTBEHHBIC TEXHUYECKUE W INPOTrPaMMHBIE
cpeacrtBa o0paboTKM WHGPOpPMALKMK, BCIIOMOTAaTelbHBIE CPEICTBa (OXpaHbI, CUTHAIM3ALINH,
TeneoHUM), Apyrue TexHuueckue cpeacrsa, npumensemslie B UCII/IH, a Takke BperoHOCHOE
porpaMMHOE 00eCIieueHUE U amlapaTHbIe 3aKIaIKH.
ArnmnaparHas 3aKJIaKa.
AnmnapaTHble 3aKIaJKUd MOTYT OBITb KOHCTPYKTHBHO BCTPOCHHBIMU M aBTOHOMHBIMHU.
AmnmaparHble 3aKJIaJJKA MOTYT Pealn30BaTh YIPO3bL:
e cbopa u Hakoruienust [1/]1, o6pabareiBaeMbIx 1 XpaHuMbix B ICIT/IH;
e (opmupoBanus TKYU.
B cuity oTMedeHHBIX CBOMCTB anmapaTHBIX 3aKIafoK PQEeKTHBHAs 3alUTa OT HUX MOXKET
ObITh OOecreyeHa TOJNBKO 3a CYET THIATEIBHOIO ydeTa UX CHeUU(UKH M COOTBETCTBYIOLICH
OpraHu3alK TEXHUYECKOM 3alUThl HH(OpMALUK HA BCeX CTAAMAX sku3HeHHoro 1ukia MCIT/IH.
Hocurens Bpe1oOHOCHOM POrpaMMBl.
B kauectBe Hocurensa BpeaoHocHOU nporpammbl B MCIIJIH MoXeT BbICTyNaTh anmnapaTHbIN
3JIEMEHT CPEACTB BhIUMCIUTEIbHON TexHuku u3 coctaBa UCIIAn unu I10, BeimonHstomEe poib
IIPOrpaMMHOT0 KOHTEHHEpa.
Ecnu BpeaoHocHas nmporpamma He acCOLMMPYETCsl ¢ KaKOH-IMO0 MPUKIIaJIHOW MPOrpaMMoil
u3 cocrasa cuctemHoro uinu obmero [10 UCII/IH, B kauecTBe €€ HOCUTEINS BHICTYIIAIOT:
e BHEWIHMH MAalIMHHBIA (OTUY)XKJIaeMblil) HOCUTENb, T.€. JAUCKETa, ONTHUYECKUN JHUCK,
Ja3epHBIN JTUCK, (IDII-IaMITh, BHEITHUN )KECTKHIA JTUCK U T.IT.;

® BCTPOEHHBbIE HOCUTENM HUHPOpPMALUU (PKECTKHE JUCKH, MHKPOCXEMBbl OIlEepaTHBHOM
naMsATH, HPOLECCOpP, MHUKPOCXEMbl CHCTEMHOHM IUIaThl, MHUKPOCXEMBI YCTpPOMCTB,
BCTPAaUBa€MbIX B CHCTEMHBIH OJIOK YCTpOWCTBa -BHJ€OaJaNnTepa, CETEBOW ILIaThI,
YCTPOMCTB BBOJIA/BBIBOIA U T . 11 . );

® MHUKpPOCXEMbl BHEIIHHUX YCTPOMCTB (MOHHUTOpA, KIIaBHATypbl, HpPUHTEpa, IUIOTTEpA,
CKaHepa U T.IL.).

B ToMm cnydae, ecnu BpelOHOCHAas MporpaMma MOXET OBITh IPOACCOLMHUPOBAaHA C
cucteMHbIM unu obmuM [10, ¢ daiiaMn pa3nuyHONW CTPYKTYphl WIM C COOOUICHHSIMH,
IIepelaBaeMbIMHU 10 CETH, TO €€ HOCUTEJIEM SBIISIOTCS:

e makeThl nepenaBaembix 1o cetu UCIIJIH cooOrenmit;

e (aiinbl (MCHIOTHSIEMBIE, TEKCTOBBIE, IpaduuecKue  T.11.).

[Ipy BO3ZHMKHOBEHUHU yIrpo3 W3 JaHHOW TPYIIIbI MOSBISETCS MOTEHIHAIbHAs BO3MOXKHOCTb
HapyIlleHUs] KOH(UACHIUATBHOCTH, LEJIOCTHOCTH, JIOCTYMHOCTH M JPYTMX XapaKTepUCTUK
6e3onacuoctu [1J[H.

CruxuiiHble ICTOYHUKH yTrpo3 6e3onacHocTH I1/1H.

CruxuiiHple =~ HCTOYHUKM  YIpo3  OTIMYaeTcss  OOJbIIMM  pa3HooOpasueM U
HENPEJICKa3yeMOCTbI0 M SIBJSIFOTCS, Kak IPAaBWJIO, BHEIIHMMU II0 OTHOLIEHMIO K
MOAY «Betnsauckas COIL». Ilog HMMH, Tpexkae BCEro, paccMaTpUBAIOTCS pazIUYHbIE
MIPUPOHBIE KATAKIU3MBL: [T0Kaphl, 3eMJIETPSCEHUS, yparaHbl, HABOJIHEHUSI.

Bo3HUKHOBEHHE 3TUX  HMCTOYHHMKOB TPYAHO CIPOTHO3UPOBAT W UM  TSKENO
NPOTHBOJCHCTBOBATh, HO TPU HACTYIJICHUHM TNOJOOHBIX COOBITUH HapyIIaeTcsl IITaTHOE
¢ynkuuonuponanue camoit MCII/IH 1 ee cpeAcTB 3alIMThI, UTO MOTEHIIMAILHO MOXKET MPUBECTU
K HapylEHUIO KOH(HUIECHIMAILHOCTH, IEIOCTHOCTH, AOCTYHMHOCTH M JIPYTHX XapaKTePUCTHK
6e3onacuoctu [1][H.

3amuTa OT Yrpo3, HCXOJAIIMX OT TEXHOTCHHBIX W CTUXUHWHBIX HCTOYHUKOB YIpo3
6e3omacHoctu [1/1H, pernameHTHpYyeTCs MHCTPYKIUSAMU, pa3pabOTaHHBIMU U yTBEPKJACHHBIMU
orepaTopoM ¢ yueToM ocobeHHocTel skcrutyataru UCTT/IH.



Mopens HapymuTes 0€30MaCHOCTH MEPCOHATBHBIX JaHHBIX

AHan3 BO3MOYKHOCTEH, KOTOPBIMH MOXET 00JIaZiaTh HapyLIUTEb, IPOBOJAUTCS B pamMKax
Monenu Hapymmmtens. [Ipu paspaboTke Momenu HapymmrTens 3a(UKCHPOBAaHBI CIIEAYIOIIHNE
IOJIOKCHHUS:

e OesomacHocts [IJ]ln B UCII/IH oOecrieunBaeTcs cpeacTBaMu 3alluThl HHGOPMAIIH
WUCII[AH, a TakXe HUCHOJIB3yEeMbIMH B HHX HH()OPMAIIMOHHBIMU TEXHOJIOTHUSMH,
TEXHUYECKMMHU U IPOrpaMMHBIMU CPEJICTBAMM, YAOBJIETBOPAIOLIMMU TPEOOBAHUAM 110
3amTe HMHQOPMAIMM, YCTAaHABIMBAEMBIM B COOTBETCTBHH C 3aKOHOAATEIbCTBOM
Poccuiickoit denepaiuu;

e cpexnctBa 3amuThl HHGopManuu (C3UM) mraTHO (QYHKUHMOHHUPYIOT COBMECTHO C
TEXHUYECKUMU U IPOrpaMMHBIMHU CpEJICTBAMM, KOTOpbI€ CHOCOOHBI IOBIMATH Ha
BBINOJIHEHHE TTpeabsBisieMblx K C3U TpeboBanmii;

e (C3UM ne moryr obOecrneunth 3amuty [I/[H OT neiicTBUii, BBIMOMHSAEMBIX B paMKax
MIPEIOCTaBICHHBIX CyOBEKTy JAeicTBUN monHomouni (Hanmpumep, C3M HeE MOXKeT
ob0ecneunth 3amuty [I/IH OT packpbITHs JULAMHU, KOTOPBIM MPEJOCTaBICHO IPaBO Ha
JOCTYII K 3TUM JIaHHBIM).

8.1. Onncanue HapyIIUTENICH.

C TOYKM 3peHus HaJau4us MpaBa MOCTOSHHOTO WIM Pa30BOr0 JOCTyIa B KOHTPOJIUPYEMYIO
3oy (K3) ob6wekroB pasmemienus VCIIJIH Bce Qusmueckue numa MOTyT OBITh OTHECCHBI K
CJIELYIOIIHUM JBYM KaTETOPUSM:

e xareropus | — nuia, He UMEOILKE IPaBa 10CTyIa B KOHTposmpyemyto 30Hy MCIT/IH;

e kareropus |l — nuira, umeromue mpaBo JocTyra B KoHTpoiaupyemyto 300y UCITH.

Bce notenumanbHple HapyIIMTEIN TOAPA3AEISIOTCS Ha:

e BHEUIHMX HAPYIIUTENIECH, OCYIIECTBIIIOMINX aTaKU U3-3a MPEAEIOB KOHTPOIMPYEMON

3onubl UCII/IH;

e BHYTPCHHUX HapylIUTENEH, OCYILIECTBILAIOIIMX  aTakd, HaxoliCh B  Ipejenax
KoHTponupyemoi 3081 UCIT/IH.

B kadecTBe BHEIIHEro HapyHIMTENs KpOMe JIMIl KaTeropuu | JOIKHBI paccMaTpHUBaThHCS

Takoke nuia kareropuu 11, Haxosmuecs 3a npegenamu K3.

B ornomenun HMCII/IH B KauecTBE BHEIIHEr0 HapyIIUTEIIMU W3 YMCIA JUI KaTteropuu |
MOTYT BBICTYNATh:

e ObIBIIME COTPYAHUKU MOAY «Betisirckas COLLy,

e  [IOCTOPOHHME JINLA, IBITAIOIINECS MMOTYYUTh JOCTyM K [I/IH B MHUIIMaTUBHOM MOPSAKE;

® [IPEICTaBUTEININ IPECTYIIHBIX OpraHU3aLUil.

Brennuit HapymmTenb MOXKET OCYLIECTBIATh:

e qnepexBaT oOpabaTeiBaeMblx TexHUueckumu cpeactsamu MCIIIn [1/1H 3a cuer ux yreuku
no TKVYMU ¢ ucnonp30BaHreM NOPTATUBHBIX, BOZUMBIX, HOCUMBIX, & TAKKE aBTOHOMHBIX
ABTOMATUYECKUX CPE/ICTB pa3BEIKU CEPUMHOMN pa3pabOTKH;

® JIECTPYKTHBHBIE BO3JCHCTBHUS uepe3 d3JeMEHThl WH(GOPMALMOHHON HHPPACTPYKTYpPHI
UCTI[In, xoTopple B TpOIECCE CBOErO JKU3HEHHOTO LHUKIAa (MOJEpHH3AIMS,
COINPOBOXKACHHE, PEMOHT, YTHJIM3allMsl) OKa3bIBatOTCs 3a npenaenamu K3;

® HECAaHKIMOHHMPOBAHHBIM JOCTyH K HH(GOPMAlUU C MCIHOJIb30BAaHUEM CHEIHMAIbHBIX
IPOrPaMMHBIX  BO3JCHCTBHII MOCPEICTBOM MPOTrpaMMbl BHUPYCOB, BpPEJOHOCHBIX
IIPOrpaMM, aITOPUTMUYECKHUX WM IPOIPaMMHBIX 3aKJIAJ0K;

e qepexBaT HMHpOpMAIUM, IEpelaBaeMoil MO CeTSIM CBSI3M OOIIEro MOJIb30BaHUSA WIH
KaHaJlaM CBSI3W, HE 3alUIIEHHBIM OT HecaHKuuMoHupoBaHHoro poctyna (HC) k
UH(pOpPMAaILIUK OPraHU3aIMOHHO- TEXHUYECKUMU MepaMH;

e araxu Ha MICII/IH nyTeM peanu3anuu yrpo3 yajJeHHOro JOCTyIa.

BuyTtpennuit Hapymutens (nuua kareropuu II) moxmpasnensercs Ha BoceMb Ipynn B

3aBHUCUMOCTH OT CIIOCO0a M TOJHOMOYMM jaoctynma K uH(popManuoHHbIM pecypcam (MP)
NCII#.



1. K nmepBoii rpynme OTHOCATCS COTPYAHMKM OpraHu3alid, He SBISIOLIUEcs
3apEeruCTPUPOBAHHBIMU TOJb30BaTeMs MM W He nonyuieHHsle kK WP UCII/[H, HO uMeronue
CaHKIIMOHUPOBaHHBIN gocTyn B K3.

K »aroil kareropum HapylIuTENel OTHOCATCA COTPYAHUKU: SHEPreTUKH, CAHTEXHHUKH,
COTPYIHUKHA OXpaHbl M JApPyTHe JHIa, OOECICUYMBAIOIINE HOPMAaIbHOE (YHKIIMOHUPOBAHUE
o0bekTa HHPOPMATH3AIUH.

JIno naHHOM rpyIIIbl MOXKET:

e pacrnojiaraTh HMMEHaMHM W BECTH  BBISIBIIGHHE MapoJiel  3aperucTpUpOBaHHBIX

nonb3oBatenei UCII/H;

® U3MEHATh KOH(PUIypalui0 TEeXHUYecKuX cpeactB oOpaGotku II/[H, BHOCHUTH

nporpamMHo-annapatasie  3akmagku B IITC MCIJlH u obecnednBaTh CheM
uH(pOpMalIMU, UCIOJB3YSl HEMOCPEACTBEHHOE MOAKIIOUEHHE K TEXHUYECKHUM CPEICTBaM
00paboTku HHpOpPMALIUH.

2. Ko Bropoili rpynme OTHOCATCS 3aperucTpupoBaHHble monb3oBarenu  MCIIH,
ocymiecTBisitone orpanndeHabii goctyn k UP UCTI/H ¢ pabGodero mecra.

K 3To# Kareropuum OTHOCATCS COTPYAHUKH OpPraHU3alMU, UMEKOLIME MPaBO JOCTyNa K
nokanbHbiM P UCIT[IH 1715t BEIIOJIHEHHS] CBOMX JOJKHOCTHBIX 00SI3aHHOCTEH.

JIM1o JaHHOWM TPYIIIIbL:

e o0janaeT BceMH BO3MOKHOCTSIMU JIUII IIEPBOIl KATEropuu;

® 3HAET, 10 MEHBUIEH Mepe, OJIHO JIETAIbHOE UMS JIOCTYIa;

e o0nanaeT BceMH HEOOXOUMBIMU aTpUOyTaMu (HarpuMep, mapoiieM), 00ecrneUrBaOIINM

noctyn k MP UCIT/IH;

e pacnouaraet [IJ[H, K KOTOPBIM UMEET AOCTYII.

3. K Tpertbeii rpymme OTHOCATCS 3aperuCTPUPOBAHHBIC TOJIB30BATENM MOJCHUCTEM
NCTIdn, ocymectBistonme ynaneHusiil noctyn k [1lH MOAY «Betnsuckas COLL
JIuo naHHOM rpymnIbL:

e o0anaeT BceMU BO3MOXKHOCTSIMU JIUI] BTOPOH KaTErOPHH;

e pacrnosaraetr nHpopmaueit o ronosorun cetu UCIIJIH u coctaBe TEXHUUECKUX CPEICTB
NCTIH;

® UMEEeT BO3MOXHOCTh MPSAMOTO ((hM3HUECKOro) J0CTymna K OTAEIbHBIM TEXHUYECKUM

cpeactam (TC) UCIT/H.

4. K uerBepToil Trpymme OTHOCATCSA 3apeructpupoBaHHble moisb3oBarenn HCII[H ¢
MOJIHOMOYUSIMU aIMUHUCTpaTopa 6e3omacHocTu cermenTa (¢pparmenta) UCIT/IH.

JIn1o naHHOW IPyIIIbL:

e o0mamaer mNONHOM UHpOpMaLKMeld O CUCTEMHOM U MPUKIAJHOM IPOrpaMMHOM

oOecnieyeHny, ucnosbzyemoM B cermente MCII/IH;
e o0nanaeT MOTHON HHQPOPMAIIHEH 0 TEXHHUECKUX CPEACTBAX U KOH(MUTYpAIHN CerMEeHTa
NCTIH;

® WuMEeT JOCTyN K CpeICcTBaM 3allUThl MHPOpPMAIMK U TPOTOKOJIHPOBAHUS, a TAKXKE K
OTAEJBHBIM 3JIEMEHTaM, UCTIONIb3yeMbIM B cermente MCIIIH;

® HMeEeT JOCTYN KO BCEM TeXHUYeCKUM cpeactBam cermenta UCII/H;

e oOyamaer mpaBaMH KOH(DHUTYPHUPOBAaHMS W aIMUHHCTPATUBHOW HACTPOWKH HEKOTOPOTO
MOJMHO’KECTBA TeXHUYECKUX cpenctB cermenta UCII/H.

5. K msaToif rpymme OTHOCATCS 3aperuCTPUPOBAHHBIE TOJIB30BATENM C TOTHOMOYHSIMH
CUCTEMHOTO  aJMUHUCTPATOpa,  BBIMONHSIONIETO KOH(UTYpUpOBaHWE U  YIPaBJICHUE
MPOrpaMMHBIM OOecrieueHneM W 000pyJOBaHMEM, BKIIOYas 0OOpyJIOBaHHE, OTBEYAOIlee 3a
0€30MacHOCTh 3alUINaeMOro OOBEKTa: CpPEeACTBA MOHUTOPUHTA, PE3EPBHOTO KOIMPOBAHUS,
AQHTUBHUPYCHOTO KOHTPOJIS, 3aIIUTHI OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

JIn1o naHHOM TpyIIIbL:

e oOyamaer TMONMHOW HMH(POPMANMEH O CHCTEMHOM, CHeNHaJbHOM u mnpukiagaom [0,

ucnoaszyemoM B UCII/IH;



e o6Onamaer nonHoil unpopmammenr o TC u kondurypamun MCII/IH - umeer gocTynm Ko
BceM TC UCIIIH n naHHBIM;

e oOsagaet npaBaMu KOHPUTYpupoBaHus U aAMUHUCTpaTuBHOM HacTpoiiku TC UCTI/IH.

6. K mectoii rpynme oOTHOCATCS 3aperucTpupoBaHHble noib3oBarenmn MCIIAn ¢
MMOJTHOMOYHMSIMU aaMUHUCTpaTopa Oe3omacHocTH MOAY «Bemsrckas COILly», oTBEYaroIiero 3a
COOJIIOJICHNE TIPABWJI PA3TPaHUYEHUS JOCTYIA, 32 TEHEPALMIO KIIIOUEBBIX JJIEMEHTOB, CMEHY
naposiei, 3amuTy nHhopManuu.

AJMHUHHCTpATOP OE30MACHOCTH OCYILIECTBIISIET ayIHUT TEX K€ CPEJICTB 3alUTHl 00BEKTA, UYTO
Y CUCTEMHBIN aAMUHUCTPATOP.

JIv1o JaHHOM TPYIIIIbL:

e o0Onanaet nmonHo# nHpopmanueii 06 UCII/IH;

® MMEeT JIOCTYN K CpEICTBaM 3alUThl MH(OpPMAIMK W MPOTOKOJUPOBAHHMS U K YaCTH
kitoueBbIX 35ieMeHToB UCIIIH;

e HEe MMeeT MpaB JOCTyna K KOHQUIYpPUPOBAHMIO TEXHUYECKHX CpPEICTB CETH 3a
UCKITIOYCHHEM KOHTPOJIBHBIX (MHCIEKIIMOHHBIX).

7. K cenpmoil Tpymme OTHOCATCS JIMLa W3 4YHCIAa MPOTPaMMHUCTOB - pPa3pabOTUYHMKOB
CTOPOHHEW OpraHM3aluy, SBIgomuUxcs nocraBmmkamu [10 w numa, oOecrneywBaroOIIUe €ro
comnpoBoXxaeHUE Ha 00bekTe pasmemienus MCII/Ix.

JIM1o JaHHOWM TPYIIIIbL:

e oOmamaer mHpopMamuerd 00 anropuTMax W mporpammax o0pabOTKM MH(POpPMALUU B

UCIIH;

e o0namaeT BO3MOXKHOCTSIMH BHECEHHUs OMIMOOK, HEACKIApUPOBAHHBIX BO3MOXHOCTEH,
IPOrpaMMHBIX 3aKianoK, BpeaoHocHbIXx mporpamm B 11O MHCII/IH Ha craguu ero
pa3pabOTKH, BHEAPEHUS U COIIPOBOXKICHUS;

® MOXeT pacmnojarath JIto0biMu (parMenTamu uHpopmanuu o TC 06pabOTKH U 3aIIUTHI
uHpopmanuu B UCIT/IH.

8. K BocbMoii rpynme otHocsaTcs nepconan, oocnysxkuparomuii TC UCIIH, a Takxke nuia,

o0ecrieunBaroIIre MOCTaBKy, conpoBoxaenue u pemont TC UCIT/IH.

JIn1o naHHOM TPyIIIbL:

e o0nanaer Bo3MOXHOCTSIMU BHeceHus 3akianok B TC UCII/IH Ha craguu ux pa3paboTkH,
BHEJIPEHUS U COMPOBOXKICHHUS;

e MOXeT pacmnonaraTh  (¢parmMeHtamMu  uHbopMmaruu o  Tomomorun  UCII/IH,
aBTOMATHU3MPOBAHHBIX  padouyuMx  MecTax, CcepBepax M  KOMMYHHUKAIlMOHHOM
obopynoBanuu, a Takxke o TC 3amuter napopmarmu B UCITIH.

8.2. [IpennonoxeHus 0 BO3MOKHOCTSX HAPYIIUTEIS.

Jnsa nonmyuenust ucxonuelx naHHeIX o MCIIJIH Hapymmrtens (kak I xareropum, tak u Il
KaTeropuu) MOXKET OCYIIECTBIISTh MepexBaT 3amu@poBaHHON WH(DOPMALMU U WHBIX JaHHBIX,
IepelaBaeMbIX 110 KaHajaM CBSI3M CETSM OOIIETo MOJIb30BaHUS U (W) CETAM MEXITyHapOIHOIO
nH(pOpMaMOHHOTO 0OMEHa, a Takke 1o JokanbHbIM ceTssM UCIT/IH.

JIro0oit BHYTpEHHUW HAPYIIUTEIbh MOXKET HMETh (DU3WYECKUN JOCTYH K JIMHHSAM CBS3H,
CUCTeMaM DJIEKTPOIMTaHusl W 3a3emiieHus. [Ipeamonaraercsi, 4T0 BO3MOKHOCTH BHYTPEHHETO
HapYIIUTENs CYIIECTBEHHBIM 00Pa30M 3aBHCSAT OT JCHCTBYIOIIMX B IMpeeiax KOHTPOIUPYEeMOit
30HbI 00bekTOB pasMmerieHus VCIIJIH orpaHHunTEeNbHBIX (PAKTOPOB, U3 KOTOPHIX OCHOBHBIMHU
SIBJISIFOTCS PEKUMHBIE MEPONIPUATHUS U OPTraHU3ALMOHHO-TEXHUUYECKUE MEPHI, HAIIPaBJICHHBIE HA:

® [peAOTBPAIIEHUE U TPECEUCHNE HECAHKIIMOHUPOBAHHBIX JEHCTBHIA;

e 110a00p U PACCTAHOBKY Ka/IpPOB;

e J0omycK (M3MYECKUX JIMIl B KOHTPOJHMPYEMYIO 30HY U K CPEACTBA BBIYHCIUTEIHHON

TEXHUKHU;

® KOHTPOJIb 32 TIOPSAKOM MPOBEIEHUS paboT.

B cwity 3TOr0 BHYTpeHHUI HapyHMIUTEIh HE UMEET BO3MOXXHOCTU MMOJYUYEHUS CTEITHATBHBIX
3Hanuii o UCII/IH B o6beme, HEOOXOIMMOM ISl PELICHUs] BOIIPOCOB CO3AAaHUS U MPEOO0TICHUs
cpenctB 3amuThl II/[H, M uWCKIIO4aeTcss €ro BO3MOXKHOCTh IO CO3/IaHUI0 U TPUMEHEHHIO
CHEIHUATBHBIX  MPOrPAMMHO-TEXHHUYECKUX  CPEJICTB  peaju3alli  IeJIeHANpPaBICHHBIX



BO3ZCUCTBUI JAHHOTO HApYIIMTENs Ha TMOJJIeXKAIIUMe 3aluTe OOBEKTHI M OH MOXKET
OCYILIECTBIIATh TOINBITKM HECAHKIIMOHUPOBAHHOrO nocryna Kk MP ¢ ucnonb3oBaHMEM TOJIBKO
MITaTHBIX MTpOrpaMMHO-TexHn4Yecknx cpeactB MUCII/In 6e3 HapyIIeHus uX EeTOCTHOCTH.

Bo03M0OHOCTh CroBopa BHYTPEHHHMX HapyUIMTeNed MeEXIy coOOW, CroBopa BHYTPEHHErO
HapYyIIUTENs ¢ IEPCOHAIOM OpraHu3anuii-paspadorunkos nojacucrem MUCII/IH, a Taxke croBopa
BHYTPEHHEIO W BHEIIHEro HapyluTenaedl [okHa OBITh HCKIIOYEHA IMPUMEHEHUEM
OpPraHU3aIMOHHO-TEXHUUECKUX M KaJPOBO-PEKHMMHBIX MeEp, JCHCTBYIOMIMX Ha OOBEKTaxX
pasmenenust UCITH.

8.3. [Ipennonoxenust 00 UMEIOIIUXCS Y HAPYIIUTEIIS CPECTBAX aTaK.

[Ipeanonaraercsi, 4To HapyLIMTENb MMEET BCE HEOOXOOUMBIE AJISl IPOBEIEHHUS aTak I10
JOCTYIIHBIM €MY KaHajlaM aTak Cpe/CTBa.

Bremnwmii HapymuTens (una kateropuu I, a Takxke nuna kateropuu Il npu HaxoxaeHUH 3a
npenenamu  K3) MoeT HCHONB30BaTh CIEAYIOLUIME CPEACTBA JOCTyla K 3allHIacMou
nHbopMaInu:

® JIOCTYyIHbIE B CBOOOJHOM MpoJjake arnapaTHble CPEeJICTBA U IPOrpaMMHOE oOecIieueHue,

B TOM YHCJI€ IPOrPaMMHBIE U allllapaTHbIE KOMIIOHEHTBI KPUIITOCPEICTB;
CHELMAJIbHO pa3pa00OTaHHbIE TEXHUYECKUE CPEICTBA U IPOrPaMMHOE 00eCIIEUEHHE;
CpEeICTBa [lepexBarTa 1 aHaau3a MHPOPMAIIMOHHBIX IOTOKOB B KaHalax CBS3U;
criellMaNbHble TEXHUYECKHE CpeicTBa nepexBaTa uHpopmauuu no TKYU;

mratHeie cpeacTBa UCIIIH (TosbKo B Cilydae uX pacnoiokeHus 3a npeaenamu K3).

BHyTpeHHHI HApYIUTENb U JOCTYIIA K 3alUIIaeMoi nHpopmanuu, conepxkamei [1/1H,
MOKET MCIOJIb30BaTh TOJIbKO IITaTtHele cpeactBa MCIIH. Ilpu 3TOM €ero BO3MOXXHOCTH 110
HCIIOJIb30BAaHUIO IUTATHBIX CPEICTB 3aBUCAT OT peanu3oBaHHbIX B MCII/IH opranusanuoHHO-
TEXHUYECKUX U PEKUMHBIX MEp.

8.4. Onucanue KaHaJIoB aTak.

Bo3MoxkHBIMU KaHallaMU aTakK, KOTOPbIE MOKET HCIIOJIb30BATh HAPYILUUTENb Ul IOCTyIa K
samumaeMoit uadopmaruu B UCIT/IH, aBisiroTcs:

® KaHaJlbl  HEMOCPEJICTBEHHOIO  JIOCTyma K  OOBEKTy  (BHU3YyalbHO-ONTHYECKHA,
aKyCTUYECKUH, PU3NUecKuil);

® DJEKTPOHHbIE HOCUTEIN MH(POPMALMU, B TOM YHCJIE CbEMHbIE, CAAHHBIE B PEMOHT U
BBILLIE/IIINE U3 YIIOTPEOICHHUS;

e OyMakHbIE HOCUTENIU UH(OpMAIHH;

e [ITaTHbIE MporpaMmHo-annapartHelie cpeacrsa UCI/Ix;

e KalenbHbIE CUCTEMbl U KOMMYTALlMOHHOE OOOpYyIOBaHME, PACIOIOKEHHBIE B INpeenax
KOHTpOJHpYyeMoil 30HbI U He 3amuuieHHble oT HCJ[ x mHdopmManuu opraHu3aiioHHO-
TEXHUYECKUMHU MEPAMH;

e He3amMIIeHHBIC KaHanb! cBsa3u; TKYU.

8.5. Tum napymmTens npu ucronb3oBannu B UCITH kpunrorpaguuecKkux CpeacTB 3alIuThI

MH(pOPMAIHH.

[Ipu obmene undopmanmerr mexay WCII/lH u BHemHuMH 10 oTHomeHHI0O Kk MOAY

«Betnsuckas COIll» mHDOpMaAIIMOHHBIME CHCTEMaMH HEOOXOIMMO MCIIOIH30BaHUE CPEICTB

kpunrorpaduueckoit 3amutsl uHGopmanuu (CK3N).

VYpoBeHb kpunrorpaduuecKkor 3amUThl MEPCOHANBHBIX JaHHBIX, oOecneunBaemoit CK3U,
OIIpEAEIAETCS MyTEM OTHECEHUS HapyILIUTENs, NEHCTBUSAM KOTOPOTO JOJDKHO NPOTHBOCTOATH
CK3U, k KOHKpeTHOMY THIYy, W Oa3upyercs Ha IMOJX0JaX, OMUCAHHBIX B «METOIUYeCKUMH
PEKOMEHAALUSAMHI 0 00ECIIEYEHHIO ¢ MOMOIIBI0 KPUITOCPECTB 0€30MaCHOCTH MEePCOHANBHBIX
JaHHBIX TMpU UX 00paboTKe B MH(POPMAIMOHHBIX CHCTEMax NEepPCOHAIBHBIX JaHHBIX C
HCIIOJI30BAaHUEM CPEJICTB aBTOMAaTU3ALIAN».

Tun mapymmrens u xknacc CK3U momxkeH onmpenensiThCsi B COOTBETCTBUM ¢ Tadmwmieit 8.1.
Ta6nuna 8.1 — CoorBercTBHe THIIOB HapymuTens U knacca CK3U

I'pynna BHyTpeHHEro Tun napymurens Kaace CK3U
HApPYILIUTEIs

I'pynma 1 H2 KC2




['pynma 2 H3 KC3
['pynma 3 H3 KC3
I'pynna 4 H3 KC3
['pynma 5 H3 KC3
['pymmna 6 H3 KC3
I'pynma 7 H5 KB2
['pymnma 8 H4 KB1

Buemnuii HapymuTens oTHocUTCs K Ty H1.

ITpu sTOM, €cnu OH 00J1aJaeT BO3MOXKHOCTSIMU 10 CO3/IaHUIO0 CIIOCOOOB U MOATOTOBKH aTak,
aQHAJIOTUYHBIMUA COOTBETCTBYIOIIMM BO3MOXKHOCTSIM BHYTpEHHero Hapymmutens tuna Hi (3a
UCKITIOYEHUEM BO3MOXXHOCTEH, TIPEIOCTaBIsieMbIX MpEOBIBAHWUEM B MOMEHT aTakd B
KOHTPOJIMPYEMOH 30HE), TO 3TOT HAPYIIUTEINb TakxKe OyJeT 0003HauaThCs KaK HapyIIUTEIb TUIIA
Hi.

AKTyaJibHbIe YTPO3bl 0€30MaCHOCTH NEePCOHATBbHBIX JAHHBIX B HH(POPMALMOHHBIX
CHCTeMaXxX MePCOHAJbHBIX JAHHBIX

s BBISIBICHUS W3 Bcero mnepednst yrpo3 OesomacHoctu [1/ln axryansnbix mis UCIIAx
OLICHUBAIOTCS JIBa MOKA3aTEN:

e ypoBeHb ucxoaHoM 3amuiuenHoctu UCI/In;

® 4yacToTa (BEpOSITHOCTh) peanu3allii pacCMaTpUBaeMOMl yIpo3bl.

[Ton ypoBuem ucxoanoit 3amuineHHoctd MCII[H moHumaercs 0OOOIIEHHBIN MOKa3aTeb,
3aBUCSILUNA OT TEXHUUYECKUX U AKCILTyaTalmoHHbIX xapakrepuctuk UCI1/Ix.

CrnepyromuMm mapamMeTpoM, HEOOXOIMMBIM MJIsi ONpEeNeleHHUs AaKTyadbHOCTH YIrpo3
6e3onacuoctu I1J{H, sBNseTcs dacToTa (MM BEPOATHOCTB) PEaH3alMK YIPO3bI, MO KOTOPO
MMOHUMAETCS ONPEJEICHHBIM SKCIEPTHBIM IYyTEM IOKa3aTellb, XapaKTePU3YIOIINl BEPOSTHOCTh
peasm3anuu KOHKpeTHOU yrpo3sl OezonacHoctu I1/I must MCII[H B peanbHBIX YCIOBHSX €€
(YHKIIMOHUPOBAHUS.

BBoauTcs yeTpIpe 3HaUSHHs ATOTO MOKa3aTelsi, 0003Ha4aeMoro Kak Y?2:

MaJIOBEpOSTHO — OTCYTCTBYIOT OOBEKTHUBHBIC NMPEANOCHUIKM JJISi OCYLIECTBICHUS YTPO3bI
(HampuMmep, yrpo3a XHILEHUs HocuTened MHPOopMaluu JMIAMH, HE MMEIOIIMMHU JIEralbHOIo
JI0CTYIIA B IOMELIEHHE, TJIe MTOCIEeIHUE XPAHATC);

HU3Kasi BEPOATHOCTh — OOBEKTUBHBIE MPEANOCHIIKU JUIsl peaIl3aluy yrpo3bl CYIIECTBYIOT,
HO TPHHSATBIE MEpHl CYLIECTBEHHO 3aTpPyJHSIOT €€ peaau3aluio (Hampumep, HCHOIb30BAHBI
COOTBETCTBYIOIIME CPECTBA 3ALIUTHI HH(OPMALIUHN);

CpeIHssl BEPOSTHOCTh — OOBEKTUBHBIE MIPEOCHUIKH ISl Peaiu3allii yIpo3bl CYIECTBYIOT,
HO MPUHATHIE Mephl oOecnieueHust 6e3onacHocTH [1/1H HeAOCTaTOUHBI;

BBICOKAsl BEPOSITHOCTh — OOBEKTUBHBIE MPENNIOCHUIKU JIJISl pealn3alii yrpo3bl CYIIECTBYIOT
U Mepbl 1o obecnieyeHuto 6e3onacHocTy [1/lH He MPUHSTEHI.

Hanee maercs oneHka onacHoct Kaxaou yrpossl [11n nima UCII/IH. JlanHas onieHKa HOCUT
SKCHEPTHBIA XapakTep M IMOJy4yaeTcs IMyTeM OIpoca SKCIEpTOB B 00JacTh 0E30MacCHOCTH

nH(bOpMaIHH.

JlaHHas OLICHKA UMEET TPU 3HAYCHMUS:

HU3Kasg OMNAacCHOCTh — €CIM pealu3alus Yrpo3bl MOKET NPUBECTH K HE3HAYNUTEIbHBIM
HETraTUBHBIM MOCIEACTBUAM A5 cyobekToB [1/1H;

CpelHssl ONAaCHOCTb — €CIM pealu3alus yrpo3bl MOXET IPHUBECTH K HEraTUBHBIM
MOCTECTBUAM Ui cyObekToB 1/]H;

BBICOKAs ONACHOCTb — €CJIM peaju3alus yrpo3bl MOMKET IPUBECTH K 3HAYUTEIbHBIM

HEraTUBHBIM MOCTEACTBUSIM It cyObekToB [1/1H.

[Tocne mpocyeTa Bcex mokaszaTeied MPOU3BOAUTCSA OLEHKA AKTYaJdbHOCTH Ka)IOM yrpo3bl
6e3omacunoctu [1/]n mpu ux o6padotke B UCITJIH ucxomas u3 MaTpullbl, MpUBEACHHAS B TAOIUIIE:
Tabnuia: Marpuna pacuera akTyalTbHOCTH yrpo3 6e3onacHoctH [1)[H




Bo3moxxHOCTB [TokazaTens OaCHOCTH YIpO3bl
peanu3anuu yrpo3bl Huskas Cpenusis Bricokas
Huzkas HeaKTyaJlbHast HEaKTyaJlbHas AKTyasbHas
Cpennsist HEaKTyaJlbHast aKTyaJibHast aKTyaJlbHast
Bricokas aKTyaJibHas aKTyaJibHas aKTyaJibHast
OueHb BbICOKast aKTyasibHas aKTyaibHas aKTyaibHas

I[eﬂaeM BbBIBOJI O HAJIMYMU AKTYyaJIbHBIX YI'pO3 W MCpP 3alllUThl, HAIIPABJICHHBIX Ha
CHMXCHUA pHCKa BOSHUKHOBCHUSA U HOCJ'ICI[CTBPIFI AKTYyaJIbHBIX YI'DO3.

Tun yrpo3 6e3onacaoctu I1In Bo3moxkHOCTH peanm3anuun
1. Yrpo3sl OT yTeUKH 110 TEXHUUECKUM HeakryanbHas
KaHaJIaM.
2. YTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYTA K HH(OPMAIIHH.
2.1.1. Kpaxa [I9BM HeaxryanbHas
2.1.2. Kpaxa Hocureneit nHpopmanun HeaxryanbHas
2.1.3. Kpaxa xiroueit 1 aTpuOyTOB 0CTyIIa HeaxryanbHas
2.1.4. Kpaxku, Mot puKaIK, yHUYTOKCHUS HeakryanbHas
uHpopmanuu
2.1.5. BeiBon u3 ctpos y3nos [I1DBM, kaHanos Heaxryanbnas
CBSI3U
2.1.6. HecaHKIMOHUPOBAHHBIN JOCTYH K Heaxryanbnas
UH(POPMALIUU IIPU TEXHUYECKOM
00CITyXKMBaHUH (PEMOHTE, YHHUYTOKECHHN )
y310B [I9BM
2.1.7. HecaHKIIMOHMPOBAHHOE OTKJIFOUEHHE HeakryanbHas
CPEeICTB 3aIUTHI

2.2. YTpo3bl HEe NpeHAMEPEHHBIX IeHCTBUI MOJIb30BaTENIeH U HApyIIEHUH 6e3011acHOCTH
¢ynxuonuposanust UCIT/In u C3I1/1H B ee cocTaBe u3-3a c60€B B IPOrpaMMHOM 00€CII€YEeHUH,
a Tak)Ke OT yrpo3 HEaHTPOIIOT€HHOI0 (cO0EB amnmaparypbl U3-3a HEHa/IeXKHOCTH HJIEMEHTOB,
cOO0€B 3JIEKTPOINUTAHUS ) U CTUXUMHOTO (y1apOB MOJIHUH, I10KapOB, HABOJHEHUH U T.I1.)

Xapakrepa

2.2.1. Y1para xitoueil u aTpuOyToB JOCTYyNa aKTyaJbHas
2.2.2. HenpeanamepenHas Moaudukanus HeakryanbHas
(yHMUTOXEHME) MH(OPMALIUU COTPYTHUKAMHU

2.2.3. HenpeanaMepeHHOE OTKIIFOUEHHE HeakryanbHas
CPEZCTB 3aLIUThI

2.2.4. BeIxon U3 CTpOs armapaTHoO- Heaxryanbnas
MIPOTPAMMHBIX CPEJICTB

2.2.5. COoli cucTeMbl 3JIEKTPOCHAOKEHHS HeaxryanbHas
2.2.6. Ctuxuiinoe Oe/icTBHE HEaKTyaJIbHas

2.3. YTpo3bl IpeTHaMEePEHHBIX ACHCTBUI BHYTPEHHUX HapyIIUTENCH

2.3.1. JToctyn k uHpOpManuu, MoauduKarus, HeakTyalbHas
YHUYTOXEHHUE JIUII, HE IOMYIIEHHBIX K ee

o0paboTke

2.3.2. Pasrnamenue nHpopmMaiuy, HeaKTyaJlbHas

MO (UKL, YHUUTOKEHUE COTPYIHUKAMHU,
JIOTIYIIEHHBIMH K ee 00paboTke

AKTyalnbHBIMU 0€301acHOCTH MOAY «BetnsiHckas
COIL» saBns0TCA:

® YIpO3BI OT JEHCTBUN BPEJOHOCHBIX MTPOTrpamMM (BUPYCOB);

yrpo3amu

I[IIa B



® yIpo3bl yTpaThl KIOYEH 1 aTpUOYTOB JIOCTYTIA.

PexomenayeMbiMu MepaMu MO TPEJOTBPALCHUIO peau3alliil  aKTyaJbHBIX YIpo3,
SIBJISTFOTCSL:

YCTaHOBKA aHTUBUPYCHOM 3alLlUThI;

napoJibHAs MOJUTHKA, YCTAaHABIMBAIOIIAS 003aTEIbHYIO CI0KHOCTh U MIEPUOAUYHOCTD
CMEHBI 1apOoJIs;

Ha3HAYEHHE OTBETCTBEHHOI'O 3a 0OE30MaCHOCTh MEPCOHANbHBIX JaHHBIX W3 4YHCIa
COTPYJIHUKOB YUPEKICHHUS;

uHCTpyKIuu mosb3oBateneit MCII/IH, B KOTOPBIX OTpa’keHBI MOPSIOK OE30macHOM
pabotsl ¢ UCII[IH, a Tak e ¢ KiroyamMu U aTpuOyTaMu JOCTy1a.

KontponbsabiMu Mepamu 110 3()(peKTUBHOCTH CHUCTEMBI 3aLIUTHI SIBISFOTCS:

aHAJIM3 U OIICHKA UCXOIHBIX JaHHBIX M JOKYMEHTAIMH 110 3alIuTe HHPOPMAIIH Ha
00bexTe nH(OpMATU3ALINY;

IPOBEPKA COCTAaBa CPEACTB 3AIIUTHI HHPOPMALIUHU, UX COCTOSHHUS;

U3ydeHWe  mpomecca  OOpabOTKM M XpaHeHWs ~ WHGPOPMAIMH,  aHAIU3
nH(OPMAILIMOHHBIX TOTOKOB HA 00BEKTE HHPOPMATH3AIUH;

MPOBEpKAa COCTOSIHUS OpraHu3anmuy paboT ¥ BBIIOJHEHHS OPraHU3ALMOHHO-
TEXHUYECKUX TPEOOBAHUH 110 3amuTe HHGOpMau Ha 00bEKTE HHPOPMATHIAIIH.



